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Sektionen for flygbolag

Information fran sektionen for flygbolag

Malgrupp: AOC ledningsgrupp, for genomgang och
vidarebefordran inom ledningssystemet.

Syfte: Dela flygsiakerhetsinformation, regelimplementering och SPAS.

Fortsatt dialog i samband med de fragor som tas upp har genomfors direkt med er
ordinarie PI (Principal Inspector).

Med vanlig halsning / Staffan Séderberg, Chef Sektionen for flygbolag
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Storningar i satellitnavigering — Nulage och behov av AOC uppfoljning
via uppdaterad EASA SIB 2022-02R1

| State Plan for Aviation Safety (SPAS 2023) utdkades riskbilden for brist i
kontinuitet vid satellithavigering. Faran inkluderades i tva topprisker, Technological
Disruptions och Airborne Collision.

| samband med risken Technological Disruptions repeteras en sakerhets-
rekommendation som ytterligare aktualiserats i ett nytt sakerhetspolitiskt lage.

Technological Sékerhetsrekommendation publicerad:

N
») disruptions  ZF 1. Sékerstilla piloters kompetens och operativ

external factors procedur for att identifiera bristande kontinuitet i
SBAS och/eller GPS-signal.

Maijlig “high level” grundorsak

2. Sadkerstdlla redundans i fardplanering
- Systemfel EBF alternativflygplats
- Solstorm

» Mobil 5G stérning pa avionik

- Remote Tower redundans

— Brist kontinuitet satellitnavigering 4. Sékerstélla 6vergripande kunskap om termer och
T > metodik inom omradet.

3. Sadkerstélla navigation och hinderfrihet i flygfas
efter identifierad signalbrist

Ref SPAS 2023 sid 37-38

Ytterligare proaktiv riskbild lyftes fram i samband med risken Airborne Collision. Har
finns information for 6kad vaksamhet pa risker som betecknas som Spillover risk
Ukraine. Detta staller krav pa att er sakerhetsledning kontinuerligt samlar in och
beddmer tillganglig information i relation till er verksamhet, aven i vart naromrade.
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Ref SPAS 2023 sid 40-41

Utover ovanstaende publicerade EASA 2023-02-17 en uppdaterad Safety
Information Bulletin 2022-02R1 Global Navigation Satellite System Outage Leading
to Navigation/Surveillance Degradation. Denna redovisar att stérningar i system for
satellitnavigering 6kat sedan forsta versionen publicerades. | samband med denna
uppdatering publicerades krav pa atgarder samt information till ATC och AOC.

[T—— Air operators, including helicopter operators, should:
Safety Information Bulletin e Ensure that flight crews promptly report by means of a special air-report (AIREP) to air traffic
Operations - ATM/ANS control any observed interruption, degradation or anomalous performance of GNSS
‘ s equipment or related avionics;
Subject: Global Navigation Satelite System Outage Leading to e Assess operational risks and limitations linked to the loss of on-board GNSS capability,

Nvigation / Surveillance Degradation

including any on-board systems requiring inputs from a reliable GNSS signal;

e Ensure that operational limitations introduced by the dispatch of aircraft with inoperative
radio navigation systems in accordance with the Minimum Equipment List, are considered
before operating an aircraft in the affected areas;

Revisi
“his SIB revises EASA SIB 202202 dated 17 March 2022,

Ref. Publcations:
None.

Applicabilty:

= e Ensure that flight crews and relevant flight operation personnel:
S eboary 27, thes s e s g o s oo - are aware of possible GNSS jamming and/or possible spoofing;
e et aes bk 5o prsen e s Metheneny e S s A - verify the aircraft position by means of conventional navigation aids when flights are
operated in proximity to the affected areas;

EASA has aralysed datz from the Network of Anzlysts and open sources, and has concluded that
fed inrecent montte.

s pmmngarr oot o - check that the navigation aids critical to the operation for the intended route and approach
+ T sskses e are available; and

Ctrnpet o e 8 - remain prepared to revert to a conventional arrival procedure where appropriate and
inform air traffic controllers in such a case;

P *  Ensure, in the flight planning and execution phase, the availability of alternative conventional
AUk arrival and approach procedures (i.e. an aerodrome in the affected area with only GNSS
approach procedure should not be considered as destination or alternate).

Avctica
Narthern part of FIR Helsinki EFI, northern part cf FIR Polaris ENOR

T RS T T All parties concerned are reminded on their obligations to report any event impacting safety
**| | according to Regulation (EU) No. 376/2014.

Dessa krav har inkluderats i myndighetens tillsynsprogram och AOC atgarder och
uppfdljning kommer att kontrolleras i samband med kommande tillsynsaktiviteter i er
verksamhet.
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EASA har inom ramen for sitt Together4Safety publicerat denna guide:

REPORT, RISK ASSESS, TAKE ACTION

- Reporting

o Report any observed interruption or degraded performance of GNSS
equipment or related avionics via a special air report (AIREP) to air traffic
control (ATC).

o Once you land, report full details of what happened through your
organisation's occurrence reporting system.

Risk Assess

o Depending on your route and level of reliance on GNSS based systems,
asses the risk jamming might pose to your flight.

o Consider the availability of alternative, conventional arrival and approach

=  Procedures.

o Think about the impact that any operational limitations caused by
dispatch the aircraft with inoperative radio navigation systems in
accordance with the Minimum Equipment List.

Take Action

o Be aware of possible GNSS jamming and/or spoofing.

o Verify the aircraft position by means of conventional navigation aids
when flights are operated in proximity to the affected areas.

g © Check that the navigation aids critical to the operation for the intended

" route and approach are available and;

o Be ready to revert to a conventional arrival procedure where appropriate
and inform air traffic controllers if such a situation arises.

together
safety

Transportstyrelsen www.transportstyrelsen.se luftfart@transportstyrelsen.se
601 73 Norrkdping 0771-503 503



TRANSPORT W2 nlometentiiAG )
STYRELSEN ledning.

Sektionen for flygbolag

Flygning i narhet av konfliktzon
Idag finns restriktioner for civil flygverksamhet i narhet av identifierade konfliktzoner.

Dessa baseras pa tillganglig samlad information vid tidpunkt for analys.
Restriktioner presenteras globalt via NOTAM och via storre plattformar som
EU/EASA Conflict Zone Alerting System, dar ni som operator har krav och behov att
genomfdra kontinuerlig uppfoljning via kompetent personal.

Stay informed on Conflict Zone Information Bulletins (CZIB): :
Create an account

& stay informed

1. Create an EASA account

2. Follow the category "Conflict zone"

3. Decide how you want to be notified

Ytterligare mojlighet for uppféljning finns via ett flertal 6ppna kallor. Ett exempel pa
detta ar tjansten gpsjam.org. Det ska understrykas att denna tjanst bygger pa
Oppna kallor via ADS-B, men kan vara en majlig parameter i er kontinuerliga
uppfdljning av riskbild for er verksamhet.

Exempel fran den 6ppna tjansten gpsjam.org
GPSJam /

Daily maps of GPS interference
About | FAQ Iceland

2023-02-17(
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https://www.easa.europa.eu/en/domains/air-operations/information-on-conflict-zones
https://gpsjam.org/
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Tank pa att denna webbsida bygger pa tillganglig ADS-B data och att det finns
omraden med dalig ADS-B tackning. Exempel nedan, som vi delar med accept fran
en AOC operator. Bilden illustrerar omradet kring Turkiet/Irak/ dar det saknas ADS-
B tackning, men ofta finns GPS storningar. (Rod linje=observerat GPS-storning)
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Det ar viktigt att understryka behovet av att ni som tillstandshavare kontinuerligt
foljer upp tillganglig information och genomfor en riskanalys for er verksamhet. De
allmanna rekommendationer som finns kan ge mdjlighet att fardplanera inom
omraden dar er flygplanstyp, MEL, eller nationella riskbild gor att civil flygning inte
bér genomforas. Detta kan vaxla snabbt och er bevakning baserad pa tillforlitlig
information ar da en kritisk skyddsbarriar.

En annan bra 6ppen kalla ar Ops-Group kring risker och kanske framst NAT/HLA,
men som i den har artikeln bra sammanfattar samma amne med GPS stérningar.
Gar att prenumerera pa deras veckobrev. GPS Jamming (again) — International Ops
2022 — OPSGROUP

Transportstyrelsen
601 73 Norrkdping
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https://ops.group/blog/gps-jamming-again/
https://ops.group/blog/gps-jamming-again/
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Flight Deck Fires Originating from Lithium Batteries — utveckling av
skyddsutrustning

EASA SIB 2022-08 lyfter fram risk och behov av skyddsatgarder for Flight Deck
Fires Originating from Lithium Batteries that are not Part of the Aircraft Design. |
samband med denna SIB publiceras tre sakerhetsrekommendationer:

Recommendation(s):

EASA recommends the large aeroplane operators to:

- Ensure that no PEDs, spare batteries or power banks are transported on the flight deck, unless,
when not in use, they can be placed or stowed in flight deck stowage compartments that have
been specifically designated to stow PEDs, power banks and spare batteries by the relevant
design approval holder.

- Implement Service Bulletins published by TC holders to address the lithium battery fire events
on the flight deck.

- For EFBs, ensure that the battery fire scenario is addressed in the risk assessment performed to
authorize their use on the flight deck. In such risk assessment no credit should be given to
existing EASA approvals of mounting brackets installations, as regards to withstanding the
effects of a lithium battery thermal runaway, unless there is the evidence that EASA Special
Condition SC-G25.1585-01 was part of the certification basis considered for the related
projects.

Dessa rekommendationer staller stora krav pa de skyddsatgarder som behdver
inféras. Detta stéller i sin tur stora krav pa utbildning, procedurer och utrustning
relaterat till brand i litiumbatterier. Myndigheten vill har belysa den utveckling som
pagar runt skyddsutrustning. Ett exempel pa detta ar s.k. Incident Kits som ar
utvecklade for flygoperativ verksamhet i slutna miljoer. Se exempel via denna lank
eller CellBlock Fire Containment Systems. Vi vill understryka att det finns flera
leverantorer av likvardiga produkter. Syftet har ar att visa exempel pa tillganglig
standard for skyddsutrustning som kan stodja er personal i en tidskritisk situation.

Gallande Litiumbatterier med passagerare finns sedan tidigare EASA SIB 2017-
01R1 (Publ 2020-09-29): Safety Precautions regarding the Transport by Air of
Damaged, Defective or Recalled Lithium Batteries.

Inom detta omrade finns behov av tydlig information till kabinbesattning och
samverkan med de organisationer som hanterar bokning, check-in och boarding av
passagerare.

Se aven SPAS 2023
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https://ad.easa.europa.eu/sib-docs/page-1
https://cellblockfcs.com/libik-fd-for-flight-deck-safety/
https://ad.easa.europa.eu/ad/2017-01R1
https://ad.easa.europa.eu/ad/2017-01R1
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SE Riskregister omraden under évervakning

Fire / Smoke / Fumes A\ Cyber Security
Litiumbatterier info fére flight «  EASA Cybersecurity road map
Hantering handbagage vid gate. «  European Centre for Cyber Security in

Aviation(ECCSA)

EU 2016/1148 — (Network and
Information Systems, NIS)

. - Implementering i ert SMS
O akerhetsutrustning

Unruly Passengers &’ Runway Incursion

Procedur fér dep. briefing (Inkl. TEM)

. . Aerodrome local Runway Safety Teams
Procedurer vid check-in/gate RST)

Foérhindra odeklarerat farligt gods.
Kabinbesattnings procedurer brand,

Samarbete med flygplatsen

}‘ TRANSPORT
4 STYRELSEN

Ref SPAS 2023 sid 49.

EASA SIB angaende QNH installning

Nu har EASA slappt en SIB som galler installning av QNH. Detta informerade aven
Transportstyrelsen i forra informationsbrevet. Lank till Transportstyrelsens MFL
Har finner ni SIB fran EASA.

FSF - Flight Safety Foundation Safety Report 2022

| forra veckan slappte FSF sin slutrapport for aret 2022, den ar kort och éverlag
lattlast. Trender nar du laser den finns om Runway Excursions, Loss of Control,
CFIT och Ground Collision. Namnvart ar aven Turbulence som hamnar hégt, men
trots allt ar mer forekommande i Asien och Nordamerika. Las den och ta in den som
en bland andra kallor i riskarbetet tilsammans med var SPAS.

Nagra noterbara saker i rapporten. Turbulens, att évervaga om kabin alltid ska
kontrollera sakerhetsbalten vs sin egen sakerhet — TEM! En liten men bra sak, har
du kontroll och vet att din Terrangdatabas ar uppdaterad? Noterbart att
markkollisioner ar vanligare med "Widebody” flygplan, vilket vi kanner igen inom
vara AOC.

FSF 2022 Safety Report (flightsafety.orq)
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https://www.transportstyrelsen.se/globalassets/global/luftfart/mfl/ops-1-2023.pdf
https://ad.easa.europa.eu/ad/2023-03
https://flightsafety.org/wp-content/uploads/2023/03/FSF-2022-Safety-Report-FINAL.pdf
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EASA - Forskningsprojekt brandrisker PED

EASA har kontrakterat ut ett forskningsprojekt om brandrisk kopplat till PED
(Personal Electronic Devices) ombord. De har bett oss formedla information till er
att ni kan kontakta projektledaren Simon Holz (Simon.Holz@emi.fraunhofer.de) om
ni vill ha information om resultat av forskningsprojektet.
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