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Om SPAS 2026

Bygger pa forvantade atgarder SPAS OPS Flygplan 2026
Termer — spraket anvands som verktyg for flygsakerhet
Transparens — En gransyta tydlig for er

Tata sidor
Skapade for bruk inom AOC Safety Management
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« Safety Issues (SI)

Relaterade Safety Issues

-Safety Issue innebéar ett identifierat
problem eller forhallande som kan bidra till
en olycka eller allvarlig incident.

-Forvantas att AOC Management System

med Safety Management bedémer och ev.

tar atgard for att:

1. Relevans for det egna sakerhetsarbetet
2. Stod for egen riskhantering

3. Gemensam riktning

4. Regulatorisk forvantan -

Systemet bygger pa att operatorer
anvander EPAS som referens i sitt Safety
Management System (SMS) for att visa
proaktiv riskidentifiering

« S| Xxxx

- Slyyyy
» SlLof zzzz

Om SPAS 2026

— kor!

Foto: Per Eniksson//Johoér WIS 31

Sckerhetsléget i Sveriq  UTGANGSPUNKTER FOR
9 {  TOTALFORSVARET 20252030
Har hitar du samlad information frér "

sakerhetd@aet i Sverine mot bakarur R
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Struktur pa dokument

—)#:— Bakgrund och mal - forvantningar pa tillstandshavare

li Riskregister — Topprisker 2026
O =

@ EPAS och SPAS 2026 - Fokussidor & highlights

0 Hybridstérningar

@ EASA Standardisering

§ Information om kommande foérordningar
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Bakgrund och mal
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SPAS
Baseras pa TS analys, omvarldsanalys, EPAS & ASR

EPAS 2023-2025 eash I EASA Annual Safety Review 2025

[ —

. - -
- Systemic Safety & Resilience g

— Competence of Personnel
— Operational Safety

— Integration of New
Technologies and Concepts

Omvarld

W Number of risk scored occurrences Aggregated ERCS score
= Figure 2.8 KRAs by aggregated ERCS score and number of risk-scored occurrences involving CAT complex
o X "% g J lanes and NCC aeronlanes
Sdkerhetsldaget i Sverige » } N TRANSPORT
Har hittar du samlad information frén svenska myndigheter om 6 & STYR E LSE N
sakerhetslaget i Sverige mot bakgrund av kriget i Ukraina.




Syftet med SPAS

Att sammanfoga identifierade flygsakerhetsfragor pa nationell- EU-
och global niva.

Att presentera dessa flygsakerhetsfragor till Svenska tillstandshavare
enligt EU gemensamma krav (EU) 2018/11309.

Att respektive tillstandshavare tar
omhand respektive flygsékerhetsfraga
inom sitt ledningssystem.

}‘ TRANSPORT
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Forvantas av tillstandshavare
Att identifierade topprisker hanteras av AOC ledningssystem:
- Analys av de Safety Issues som detta SPAS presenterar

- Ar produkten-risken relevant for er verksamhet? Ar
tillrackliga skyddsbarriarer pa plats?

— Er riskanalys ger ja/nej pa dessa fragor.

Om ni bedomer att tillrdckliga skydds-

barriarer finns, ska detta kunna redovisas
| er analys.

Skapa atgarder och folja upp. b N TRANSPORT
8 A STYRELSEN



SPAS
State Plan for Aviation Safety / Statlig plan for flygsakerhet

- Karnan beskrivs i var gemensamma grundlaggande
forordning: Regulation (EU) 2018/1139 inledande punkt (13)

och efterfoljande artikel 8.

...Shall identify in that plan the main safety risks affecting its national civil aviation
safety system and shall set out the necessary actions to mitigate those risks..

}‘ TRANSPORT
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SPAS
State Plan for Aviation Safety

Based on the assessment of relevant safety information

|ldentify the main safety risks
STRUCTURE

Set out the necessary actions to

mitigate those risks o :
State Plan for Aviation Safety shall g -

Include the risks and actions identified
In EPAS, when relevant.

}‘ TRANSPORT
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Vart SPAS ska ta omhand alla berérda delar i EPAS
4 )

-Egna SE risker ska
kunna motiveras i
analys.

Exempel just nu: Hybrid
\ Interuption

~

-Bortvalda delar ska kunna
motiveras i analys.

KSPAS tar omhand de
faror och risker som
pekas ut i EPAS.
-Dessa riskbeddms i var
analys.

-SPAS tar aven omhand
thuella MST

Exempel just nu:
Fire/'Smoke/Fumes

}‘ TRANSPORT
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Var process for SPAS
Bygger pa standardprinciper for Safety Management.
Standardmetodik fran ICAO A19 med Doc 9859

— ldentifiera faror, flera kallor

— Omfatta EPAS

— Riskregister inklusive riskbedémning och riskkontroller

- SPI & SPT

— Safety Review Board: Satta upp mal, besluta atgarder for att na mal
— Arbete i mellanliggande period - Skapa kultur

}‘ TRANSPORT
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Riskregister 2025 - 2026
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Pagaende arbete Topp 7 2025 b N TRANSPORT

A STYRELSEN

EPA;;R’SS HzID#  Hazard or outcome

Airborne Collision andrar
karaktar N — |
Samlingsrisk Technological P S e
disruptions behov av nya 22t | e [

Hazard 18 EFB

MST.028
o s EPAS V1: 3.1.1.4,
atg arder v
EPAS V2:1.1.2, Effekterna av New Business
1.1.4,1.1.3, 15.1.1 Hazard 7 Models (NBM) beror alla.

MST.002, 019, 026,
027, 034, 039, 042

=
1
1
NBM behover fokuseras s e [
Il
m—

MST.028 Terrain Conflict

Overvaka QNH-fragan sy | . S

6.1.1.1 MST.028,

EPASV1:3.3.11
EPAS V2:3.1.1.2 Hazard 8 Runway Excursions
MsT.028

}‘ TRANSPORT
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2026 en 6vergangsperiod for vart riskregister

- Topprisker identifierade utifran tre villkor
— Initial risk rod (15-25)
— Vi inkluderar aven initial risk gul niva 12

— Risk efter bedomning av kanda pagaende skyddsbarriarer ej
kommit ner i niva gron (1-4)

Riskmatris

Severity
Catastrophic

Hazardous

Major
Minor
Negligible

[l L PN =S ]

1 2 3 4 5

Probability => Extremely

] Improbable [Remote Occasional |Frequent
improbabl

}‘ TRANSPORT
A STYRELSEN
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Riskregister OPS CAT & NCC FW Topp 9 - 2026

S| ID#

Hazard or outcome

Trend riskniva

Se fokussida

Airborne Collision

Se fokussida

AOC Management and
Personnel Capability

Se fokussida

LOC

Se fokussida

Hybrid Interruption
Civil Aviation

Se fokussida

Runway Collision

Se fokussida

Runway Excursions

Se fokussida

Fire/ Smoke/Fumes

Se fokussida

Controlled Flight into terrain -
Terrain Conflict

Se fokussida

Ground Safety
-Ground Collision
-Ramp Safety

| || || (| 4| -
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Exempel Emerging issues / Monitored issues

Emerging issues /
Monitored issues

Componentfailure
Overvakas Non Powerplant

Se fokussida Unruly Passengers

}‘ TRANSPORT
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EPAS och SPAS 2025
Topprisk
Fokussidor

}‘ TRANSPORT
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Fokussidor forandrade 2026

Varje topprisk i summerad form.
Fo6ljs av sidor for fordjupning

Skapa tydlighet for att kunna
arbeta med atgarder.

Tillstandshavare tar omhand
respektive flygsékerhetsfraga

Inom sitt ledningssystem.

XXX
Exempel topprisk

Relaterade Safety Issues
Safety Issue innebér ett identifierat

problem eller férhallande som kan bidra till

en olycka eller allvarlig incident.
Forvantas att AOC SM bedémer och ev.
tar atgard for att:

1. Relevans for det egna
sakerhetsarbetet

2. Stod fér riskhantering

3. Gemensam riktning

4. Regulatorisk férvantan Systemet
bygger pa att operatérer anvéander
EPAS som referens i sitt Safety
Management System (SMS) for att
visa proaktiv riskidentifiering

Tillsyn, forvantas sikerstallda skyddsbarriarer
& SOP:

Detta moment presenterar relevanta regler och
skyddsbarridrer som férvéntas vid kommande tillsyn.

Syftet ar att tillstandshavaren sjalv ska kunna
kontrollera implementering och effekt av dessa.

Information:

- Detta moment presenterar styrande och stodjande
dokument for att skapa skyddsbarrigrer mot

TS (CAA)

myndigheten hanterar, relaterat topprisken (MST.XXX)

- SIxxxx
- Slyyyy - Presenterar évriga atgarder p U TRANSPORT
- Sl zzzz 9 A STYRELSEN
}‘ TRANSPORT
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XXX
Exempel topprisk

Relaterade Safety Issues

Safety Issue innebar ett identifierat
problem eller forhallande som kan bidra till
en olycka eller allvarlig incident.

Forvantas att AOC SM beddmer och ev.
tar atgard for att:

1. Relevans for det egna
sakerhetsarbetet

Stod for riskhantering
3.  Gemensam riktning

4.  Regulatorisk forvantan Systemet
bygger pa att operatorer anvander
EPAS som referens i sitt Safety
Management System (SMS) for att
visa proaktiv riskidentifiering

o S| XXXX

* Slyyyy
« Sl zzzz

Tillsyn, férvantas sékerstallda skyddsbarriarer
& SOP:

— Detta moment presenterar relevanta regler och
skyddsbarriarer som forvantas vid kommande tillsyn.

— Syftet ar att tillstAndshavaren sjalv ska kunna
kontrollera implementering och effekt av dessa.

Information:

— Detta moment presenterar styrande och stbdjande
dokument for att skapa skyddsbarriarer mot
topprisken.

TS (CAA)

— Detta moment presenterar Member State Actions som
myndigheten hanterar, relaterat topprisken (MST.XXX)

— Presenterar ovriga atgarder }‘ TRANSPORT
20 A STYRELSEN
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Airborne Collision A

Handelseutveckling:
- Ukraina 2022
- Finland NATO 2023
- Sverige NATO 2024
- Mellangstern 2024
— Eskalering 2025
— Normalisering gradvis
- Felidentifiering RU SAM 2024
- Luftrumsintrang dronare 2025
- Vaderballonger 2025
- Mil flyg kr&dnkningar 2025
- Mil flyg utan transponder 2025

Kaéllor:

Flightradar24.com }‘ TRANSPORT
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Airborne Collision A

Handelseutveckling:
Ukraina 2022
Finland NATO 2023
Sverige NATO 2024
Mellandstern 2024
— Eskalering 2025
— Normalisering gradvis
Felidentifiering RU SAM 2024

Luftrumsintrdng drénare 2025 I e
Véaderballonger 2025 —
Mil flyg krankningar 2025 | = et
- Mil flyg utan transponder 2025 N
:?sltli(t)trl:tefortheStud of War (ISW) }‘ TRANSPORT

23
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https://ops.group/blog/airspace-violations-spillover-concerns-in-eastern-europe/

Airborne Collision é

Handelseutveckling:
Ukraina 2022 Traffic assigned on the shortest route

i

:
:

Finland NATO 2023 AFTER - All flights (FPL + Assigned for re-routed flights)

Sverige NATO 2024 w
Mellantstern 2024

-~ Eskalering 2025

- Normalisering gradvis
Felidentifiering RU SAM 2024
Luftrumsintrang dronare 2025
Vaderballonger 2025

Mil flyg krankningar 2025

Mil flyg utan transponder 2025

o

Kaéllor:

) X TRANSPORT
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Airborne Collision A

Handelseutveckling: = g
Ukraina 2022 OPSGR 4UP
Finland NATO 2023 EASA Airspace Warning
Sverige NATO 2024
Mellandstern 2024 Yekaterinburg FIR
— Eskalering 2025 oy

— Normalisering gradvis somara 8
Felidentifiering RU SAM 2024

Luftrumsintrang drénare 2025 5 JURRY
Vaderballonger 2025

Mil flyg krankningar 2025

Mil flyg utan transponder 2025

ULLL
Saint Petersburg FIR

Longitude 60° East

Kallor:
EACCC - Middle East Situation update
Eurocontrol briefings

OPS Group }‘ TRANSPORT
Institute for the Study of War (ISW) 25 A STYRELSEN

Estonia Defence Forces



https://ops.group/blog/airspace-violations-spillover-concerns-in-eastern-europe/

Airborne Collision A

H&andelseutveckling:
Ukraina 2022
Finland NATO 2023
Sverige NATO 2024
Mellandstern 2024
— Eskalering 2025
— Normalisering gradvis
Felidentifiering RU SAM 2024
Luftrumsintrang dronare 2025
Vaderballonger 2025
Mil flyg krankningar 2025
Mil flyg utan transponder 2025

Kallor:
aviationsourcenews.com

BEC Veriy }‘ TRANSPORT
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Airborne Collision A

H&andelseutveckling:
Ukraina 2022
Finland NATO 2023
Sverige NATO 2024
Mellantstern 2024

Tallinn

— Eskalerin g 2025 VILOATION OF ESTONIAN AIRSPACE
. . . Date: 19 September 2025
- Normahsermg gl‘adV|S Time: 09:58-10:10AM Local time

Violator country: Russian Federation
Duration of the border violation: ca 12 minutes

Felidentifiering RU SAM 2024 Arra type: 5 G-
Luftrumsintrang dronare 2025 R cationc

Flight permit: NO

Vaderballonger 2025

Mil flyg krankningar 2025 58| ey Ncos

Mil flyg utan transponder 2025
ettt o the Sty o (W) ) X TRANSPORT
Estonia Defence Forces 27 A STYRELSEN


https://ops.group/blog/airspace-violations-spillover-concerns-in-eastern-europe/

Safety Issues (SI)

ZEASA

EUROPEAN PLAN

AVIATIO
SAFE

(EPAS)

VOLUME 11l

Om SPAS 2026  —= = = »

 Ni har mandatet
— kor

UTGANGSPUNKTER FOR
TOTALFORSVARET 2025—-2030
Y o
— 1 ’," |
SVE NYHETER  Myheter @ Lokalt & Sport ¥ SvTPlay -
/ INRIKES Ny ( ”‘ v ./
S 2L 2Y57)
- o S 1’ “.\\ “ o
R =
p \‘\S\

Hybridkriget ar har - riskerar att
bli &nnu vérre
ANALYS - Vi befinner oss varken | krig eller fred — s& har fiera europeiska
ledare beskrivit situationen under aret.

28

EBU:: som SVT deltagit | bekriftar att hybridkriget nu &r

Sver oss.
Samtidigt kan utvecklingen i Ukraina fa situationen att forvarras T R A N s P 0 RT
ytterligare.



Airborne Collision é

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
+ SI-5515 Infringements by mil/RCZ
- SI-5017 Cyber attacks
- SI-5506 Flight route congestion
+ SI-0034 GNSS interference
+ SI-5508 Unplanned mil activities outside RCZ

- SI-3001 Senior management competence and
commitment to HF/HP principles

- SI-3011 Training effectiveness and competence
+ SI-2014 Airborne conflict with an UAS

« SI-3006 Heavy workload and misaligned tasks
- SI-5514 Separation with unidentified aircraft

- SI-5018 Shortage of operational and tech. staff
- SI-3024 State of well-being and fit for duties

- SI-3005 Fatigue and quality sleep

+ SI-3004 Integration of HF/HP principles into MS
- SI-2004 Level bust

- SI-0059 CPDLC Miscommunication

- SI-3002 No evaluation culture/human perf.

- SLof-0003 Collision with balloons

- SI-3008 Knowledge development and sharing

- SI-0054 Poor language causing com. break

Tillsyn: Sakerstall skyddsbarriarer & SOP
-~ Hur ser riskregistret ut? Finns relaterade faror/SI?

Har ni riskbedomt crewprocedurer vs. aktuellt omrade, nar t.ex. kan man
ta fram crew meal i cockpit? ORO.GEN.200 (a)(3)

- Finns koppling mellan rapporterade handelser (airprox, loss of separation,
CPDLC-miss, sprakproblem, fatigue-reports) och konkreta atgarder i SMS?

-~ Har ni uppdaterat procedurer och compliance med uppdaterad SERA?
Ref (EU) 2024/404 och 2025/343

—  Hur uppfyller er procedur fér kontinuerlig riskhantering runt konfliktzoner
kravbild i ED 2025/001/R AMC2 ORO.GEN.200(a)(3)?

— Hur foljer ni upp och informerar aktuell status pa storningar GNSS?

— Hur sakerstéller er procedur att radio fq 121.5 dvervakas under hela
flygningen? (Inte bara vid taxi out)

- Vilka procedurer har ni for CDR acceptera/neka ATC shortcuts?
— Hur nér cdr tydlig information om Military Interception Signal?
— Har ni utbildat och testat olika ACAS RA och OM-A 8.3.67?

Information & Best Practice

— Eurocontrol ACAS Bulletins

-~ Flight Safety Foundation: Being Prepared for Go-Around
— Artikel Military Interception Signalling, Ref ICAO Annex 2.

- Reducing vertical rate before levelling off Arbetsmaterial fran
Eurocontrol

}‘ TRANSPORT

Utveckling . A STYRELSEN

-~ TS (SE-CAA) fordjupad analys bakomliggande Sl


https://www.easa.europa.eu/en/document-library/agency-decisions/ed-decision-2025001r
https://www.skybrary.aero/articles/airborne-collision-avoidance-system-acas
https://www.skybrary.aero/articles/acas-bulletin-eurocontrol
https://www.skybrary.aero/bookshelf/books/860.pdf
https://www.skybrary.aero/articles/military-interception-signalling
https://www.eurocontrol.int/eec/public/standard_page/EEC_News_2006_2_ACAS.html

Airborne Collision é

ORO.GEN.110

— AMC Operational Control
Personal

— Procedurer

— Utbildning

— Koppling till beslut och ansvar

Procedur for kontinuerlig
riskdvervakning, riskhantering

_ ED 2025/001/R AMC?2
ORO.GEN.200(a)(3) .

¥ |CAO

Doc 10084

}‘ TRANSPORT
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https://www.easa.europa.eu/en/document-library/agency-decisions/ed-decision-2025001r

Airborne Collision A

- Ho6g RoC A
A .
- Perioder med lagtryck Level b

Information for pilots

- Level bust
= Brief the hazards when flying SIDs and STARs or when there are

constraints in altitude situations

Consider your vertical speed when approaching assigned level -

Level Bust Causal Factors some s

Use full callsigns. Be aware of similar sounding callsigns

Ensure a full and correct read-back of ATC clearances, especially
when the radio is busy

Set the clearance you receive not the clearance you expect.

Top Causal Factors
If in doubt, always confirm with ATC

Follow altimeter setting RULES and change altimeter pressure

M Correct Pilot Readback setting in good time when cleared through the transition altitude
followed by Incorrect = Consider distraction management and focus on the prime tasks
Action (74) during dynamic phases of flight

. . = Follow SOPs when the workload is challenging - climb and descent

W Altimeter Setting Error

55 = There is an increased risk of Level Bust events in the approach
(55) phase

Evidence indicates that flight crews on more automated flight
decks have more monitoring efrors

I Failed to follow cleared
SID (25) www.caa.co.uk

CAP 1166 version 1. May 2014

B Turbulence (17)
¥ Unknown (13)

) X TRANSPORT
A STYRELSEN

Kalla: www.caa.co.uk
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https://www.caa.co.uk/publication/download/15091

Airborne Collision é

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
+ SI-5515 Infringements by mil/RCZ
- SI-5017 Cyber attacks
- SI-5506 Flight route congestion
+ SI-0034 GNSS interference
+ SI-5508 Unplanned mil activities outside RCZ

- SI-3001 Senior management competence and
commitment to HF/HP principles

- SI-3011 Training effectiveness and competence
+ SI-2014 Airborne conflict with an UAS

« SI-3006 Heavy workload and misaligned tasks
- SI-5514 Separation with unidentified aircraft

- SI-5018 Shortage of operational and tech. staff
- SI-3024 State of well-being and fit for duties

- SI-3005 Fatigue and quality sleep

+ SI-3004 Integration of HF/HP principles into MS
- SI-2004 Level bust

- SI-0059 CPDLC Miscommunication

- SI-3002 No evaluation culture/human perf.

- SLof-0003 Collision with balloons

- SI-3008 Knowledge development and sharing

- SI-0054 Poor language causing com. break

Uppdatering i SERA: (EU) 2024/404

SERA.13015 — On-board aircraft identification setting : AMCL1 ger procedurer
som sakerstaller unika callsign om de anvander annat &n registreringen

SERA.14065 — Radiotelephony procedures for air-ground voice
communication channel changeover

SERA.14083 — Radio communication failure procedures

SERA.14100 — Notification of suspected communicable diseases or other
public health risk on board an aircraft

Uppdatering i SERA: (EU) 2025/343

Séakerstélla att utrustning och installationer fér ACAS uppfyller de nya krav
som anges i 2025/343

Kontrollera underhallsprogram (och MEL vs. MMEL)

Part-1S (EU) 2025/203 med ED 2025/014R (se aven separat sida nedan)

Skyddsbarriarer Cyberangrepp mot COM-/NAV-system och AOC egna
system kan leda till felaktig planering eller tappad lagesbild — direkt koppling
till Airborne Collision.

Tillsyn: kontrollera att cyberhot och informationssakerhet finns i riskregistret,
SMS/ISMS och att rapportering av t.ex. CPDLC-spoofing eller ADS-B-
anomalier gar in i SMS (koppling till MST.0040 i SPAS).

}‘ TRANSPORT
A STYRELSEN
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&3] Management &
& Personnel capability

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
+ SI-5032 Short time available for training
- SI-5033 Knowledge transfer for new gen.

+ SI-3001 Senior management competence and
commitment to HF/HP principles

- SLof-0004 Skills and knowledge degradation due to
lack of recent practice

- SI-3011 Training effectiveness and competenc.
- SI-0009 Ineffective Crew Resource Management
- SI-3018 Limitations to root cause analysis

- SI-3010 Impact of startle and surprise on flight crew
management of safety-critical situations

+ SI-5018 Shortage of operational and tech. staff
- S1-3024 State of well-being and fit for duties

- SI-3005 Fatigue and quality sleep

+ S1-3004 Integration of HF/HP principles into MS
+ SI-2004 Level bust

+ SI-0059 CPDLC miscommunication

« SI-3002 Lack of evaluation of adverse impact of
culture on human performance

- S1-3008 Knowledge development and sharing
- SI-0054 Poor language causing com. Break
- SI-3003 Human factors competence regulatory staff

- Tillsyn:

Forvantas: Att tillstandshavare har bedomt Safety Issues relaterat
till toppriskens tva delar:

1. Management Resourcing & Erosion
2. Crew Competence, Succession & Resources

. Information:

la: ICAO Doc 9859 mom 2.4 Management dilemma

1b: EPAS Vol Il MST.0019 Better understanding of the operators’
governance structure

1c: Skybrary: Safety Culture
2a: EPAS VOL | : mom 3.2 Competence of personnel

2b: NASA (2022): The Urgent Need to Understand Pilot Skills and
Knowledge

2c: ESFE: Pilot Training and Competency

- TS (CAA)

Vidareutbildning inspektérsgrupp HF/CRM (SI-3003)

MST.0019 Better understanding of the operators’ governance

structure }‘ TRANSPORT
Folja ffpp I tillsyn 4. STYRELSEN


https://skybrary.aero/articles/safety-culture?utm_source=chatgpt.com
https://www.easa.europa.eu/en/document-library/general-publications/european-plan-aviation-safety-epas-2025
https://ntrs.nasa.gov/citations/20220013991?utm_source=chatgpt.com
https://flightsafety.org/asw-article/pilot-training-and-competency/?utm_source=chatgpt.com

{\2} Management &
& Personnel capability

- Fran EPAS Vol | Strategic Priorities:
With a fast-evolving aviation industry, showing a wide range of operating
conditions and business models, but also in the face of disruptive events (...)
Managing safety in a complex socio-technical system such as aviation requires
knowledge and understanding of how and where people work within that system
and what may positively or negatively affect their performance(..)

Kompetent ledning

Ratt information & mandat

Kompetenta medarbetare

}‘ TRANSPORT
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| Management &
/ Personnel capability

- Kompetent ledning:

. With a fast-evolving aviation industry, showing a wide range of operating
conditions and business models, but also in the face of disruptive events (...)
Managing safety in a complex socio-technical system such as aviation requires
knowledge and understanding of how and where people work within that system
and what may positively or negatively affect their performance(..)

Kompetent ledning

: Ratt information & mandat
Test befattningshavare
Tillsyn
Samverkan och dialog

Kompetenta medarbetare

Ratt person in |
Utbildning och repetition
Veta vad och hur (SOP)
Ansvar och skyldigheter

Tillgang till information
Information i ratt tid
Mandat att kontrollera

}‘ TRANSPORT
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Management &

/ Personnel capability

- Raétt information och mandat:

. EPAS VOL I

. MST.0019 Better understanding of the operators’ governance structure
. Aspects to be considered include:

Test befattningshavare

the extensive use of outsourcing;
the influence of financial stakeholders; and

controlling management personnel, where such personnel are outside the
scope of approval.

Kompetent ledning
Ratt information & mandat
Tillsyn Kompetenta medarbetare
Samverkan och dialog

Tillgang till information
Information i ratt tid
Mandat att kontrollera

Ratt person in
Utbildning och repetition
Veta vad och hur (SOP)
Ansvar och skyldigheter

}‘ TRANSPORT
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Fakta 2025 Genomsnittlig omsattning per funktion (%) 2020-2025 (med 2025 helarsestimat)

]llllll

w
O

CMM har hdgst omsattning
och dessutom en 6kning
2025.

Omsattning (%) av 19 AOC
= [
O O

SM visar liknande utfall.

o

Compliance / CMM
Safety Manager
NP Crew Training

NP Flight Operations
Accountable Manager
NP Ground Operations

Continuing Airworthiness Manager

Funktion

}‘ TRANSPORT
A STYRELSEN
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Parallella uppdrag ("multi-roles”) Aterkommande / roterande individer
("jumpers”)
Personer som samtidigt innehar flera
befattningar inom en eller flera Visar hur ofta samma personer cirkulerar
organisationer. Det indikerar resursbrist mellan befattningar
eller koncentration av nyckelroller till fa
personer

. ﬂﬁ | X

}‘ TRANSPORT
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=

Commercial

|

¥

Commercial

o

Operation
service

N
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{{f} Management &
& Personnel capability % V-
Management Dilemma

The safety space is a metaphor for the zone where an
organization balances desired Production/Profitability
while maintaining required safety protection through

safety risk controls. 1. Management Resourcing & Erosion

})
Hy

Tillsyn:
— Forvantas: Att tillstandshavare har bedomt Safety
Issues relaterat till toppriskens tva delar:

2.
. Hur méater och foljer ni upp aktuell resurstilldelning for
S NP och berdrd supervision?
. Hur méater och foljer ni upp resurstilldelning for
—~—~ — Compliance Monitoring och Safety Management?

Protection

. Hur méats detta i relation till finansiellt utfall?

—  Sa billigt som mojligt eller definierade
J kostnadsramar?

Production - Vilken MS process ger AM mandat att med matning
ovan fora fram behov i samband med finansiella

indikatorer beddms?

Ref: ICAO Doc 9859 mom 2.4 }‘ TRANSPORT
4 A STYRELSEN

Figure 2-5. Concept of a safety space



i}:/:}t Management & @@

& Personnel capablllty

Referens forordning (EU)

965/2012

o ORO.GEN.200 (a)(1): clearly defined lines of responsibility and accountability throughout the operator, including a direct safety
accountability of the accountable manager

o ORO.GEN.205: (a) When contracting or purchasing any services or products as a part of its activities, the operator shall ensure all of
the following:
(1) that the contracted or purchased services or products comply with the applicable requirements;
(2) that any aviation safety hazards associated with contracted or purchased services or products are considered by the operator's
management system.

o ORO.GEN.210: (a) The operator shall appoint an accountable manager, who has the authority for ensuring that all activities can be
financed and carried out in accordance with the applicable requirements. The accountable manager shall be responsible for
establishing and maintaining an effective management system.

(b) A person or group of persons shall be nominated by the operator, with the responsibility of ensuring that the operator remains in
compliance with the applicable requirements. Such person(s) shall be ultimately responsible to the accountable manager.

(..)

o ORO.A0C.135: Nominated persons, Adequacy and competency of personnel samt Supervision of personnel.
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& Personnel capablllty

Management &

Referensmaterial

EASA Guidance for the oversight of group
operations, issue 2

EASA MSAT mom 5.1 Interface management

EASA Management of hazards related to new
business models of commercial air transport
operators

EPAS MST.0019

Lank/dokument

Guidance for the oversight of group operations

Fokus:
3.5 managing intra-group
3.8 elements of the COA

EASA MSAT

Management of hazards related to new business models of commercial air transport
operators

Fokus:

2. Objective (Riskbild)

Member States’ NCAs should foster a thorough understanding of operators’
governance structure. This should in particular apply in the area of group
operations30. Aspects to be considered include:

* extensive use of outsourcing,

* the influence of financial stakeholders, and

* controlling management personnel, where such personnel are located outside the
scope of approval.


https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjY3MbE05CJAxWJJhAIHRv6N6wQFnoECBUQAQ&url=https%3A%2F%2Fwww.easa.europa.eu%2Fen%2Fdownloads%2F136640%2Fen&usg=AOvVaw02KxgemmeCcI1u-WzePa1X&opi=89978449
https://www.easa.europa.eu/en/document-library/general-publications/management-system-assessment-tool
https://www.easa.europa.eu/en/document-library/general-publications/management-hazards-related-new-business-models-commercial-air
https://www.easa.europa.eu/en/document-library/general-publications/management-hazards-related-new-business-models-commercial-air

&3] Management &

& Personnel capability

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
- SI-5032 Short time available for training
- SI-5033 Knowledge transfer for new gen.

- SI-3001 Senior management competence and
commitment to HF/HP principles

- SLof-0004 Skills and knowledge degradation due to
lack of recent practice

- SI-3011 Training effectiveness and competenc.
- SI-0009 Ineffective Crew Resource Management
- SI-3018 Limitations to root cause analysis

- SI-3010 Impact of startle and surprise on flight crew
management of safety-critical situations

- SI-5018 Shortage of operational and tech. staff
- SI-3024 State of well-being and fit for duties

- SI-3005 Fatigue and quality sleep

- SI-3004 Integration of HF/HP principles into MS
+ SI-2004 Level bust

+ SI-0059 CPDLC miscommunication

+ SI-3002 Lack of evaluation of adverse impact of
culture on human performance

- SI-3008 Knowledge development and sharing
+ SI-0054 Poor language causing com. Break
+ SI-3003 Human factors competence regulatory staff

Tillsyn:

Forvantas: Att tillstdndshavare har bedomt Safety Issues
relaterat till toppriskens tva delar:

1.
2. Crew Competence, Succession & Resources:
Forvantas utokad tillsyn pa:

Hur har ni uppdaterat utbildningsprogram mot (EU)
2024/2076, ED 2024/007/R, 2025/001/R, 2025/002/R?

Hur har ni tagit hand om rekommendationer i EASA SIB
2013-05R1 (23 jun 2025) Manual Flight Training and Operations

Rekryteringsprocess som kopplar mot kvalifikationskrav och
den uthildning operattren tillhandahaller.

Att tillracklig (mangd och kvalitet) utbildning tillhandahalls for
att uppratthalla ratt kompetens. Hur vet ni det?

Att leverantorer av utbildning/kontroll kravstalls och
kontrolleras.

o -2  TRANSPORT
4 & B >A STYRELSEN



https://ad.easa.europa.eu/ad/2013-05R1
https://ad.easa.europa.eu/ad/2013-05R1

ldentifiera era faror med en ny synvinkel

Exempel handelser 2023-2024:

* RWY Excursion
© T/O fran fel intersection
® Taxiin i stangd twy

| Ledningssystem valdokumenterat ‘

I Trend vid inspektioneﬁl

Erfarenhettunnasur
"Vill vara hemma”
Yrken i social otakt

Manualverkomfattande § a
Post Covid - Effekter l

Okad kommersiell press — eller? {

{

:

Svart att rekrytera

,
v i

Nya procedurer-regelverk LVO/GRF/Fuel

}‘ TRANSPORT
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Schemaprocessen — Exempel/Benchmark - ORO.FTL.110 1o, management “buy in’ - Hur har AOC arbetat med detta?

Information om ledningens roll — har vi? H

Tidtabell Mote Schema Disponering Avveckling Uppfoljning mote
Ops/kommersiella (schema slapp till x
hr fore avveckling)

Marknad . operatonel SPI SP| SP| SPI/SPT
robusthet KPI KPI KPI SPI/KPT
tabellen etc.

. Flygplansrotations
plan vs
robusthet/teknik/
I underhall. 4 A 4 4

SPI o KP] Ovrigt

*  FDP/dag/7dagar/manad «  OTP ( punktlighet) +  CMD discreations

* DP/dag/7dagar/manad «  Verkningsgrad crew «  Fatigue OR

* Minvila (borta hemma) «  Overtid «  Unfit for flight OR

* Extensions +  Fridagskop «  Osv.

»  Disruptive patterns «  Hotellnatter

* Langaarbetsdagar dver 10-12hr . Exira kostnader taxi/trakt etc.

*  Osv. * Turnaround tid vs tidtabellens robusthet vs schema robusthet/intakt/flygplats*

*(logistiska/fysiska/organisatoriska forutsattningar pa den specifika flygplatsen)
«  Sjuktal kort / lang
* FTE (verklig, dvs utan tex admin, utbildning, sjuka) >1 ;#cgéfgg&r

«  Osv
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Piloter med svenska certifikat och minst en giltig behorighet
e ATPL(A) CPL(A) e=m==Total
3500

3000

2500 1

2000

1%%
1500 6
1403 1365 1303 m—

1000 11781168 08 4 0741 04 11027 -

500

}‘ TRANSPORT
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250

200

150

100

50

Kvinnliga piloter med svenska certifikat och minst en giltig behorighet

162

2014

147

2015

e ATPL(A)
129 129

111
2016 2017 2018

CPL(A)

109

2019

e T otal
97 91
2020 2021

84

2022

85

2023

2024
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LOC-I A
L oss of Control 4

Safety Issues

(EASA) SI-XXXX / (Swe) SLXX-XXXX
SI1-0003 Adverse convective weather (turbulence,
hail, lightning, ice)
SI-0015 Entry of aircraft performance data
SI-0001 Icing in flight
S1-0018 Clear air turbulence and mountain waves
SI-0003A Hail
SI-0002 Icing on ground
SI-0010 Inappropriate flight control inputs

SI-0017 Gap between certified take-off performance
and take- off performance achieved in operations

SI-0019 Handling and execution of go-around
SI1-0024 Wind shear

SI-0025 Inadequate Fuel management

SI-0037 Mishandling of non-precision approaches
S1-0012 Wake vortex encounter

Tillsyn, forvantas sakerstalla skyddsbarriarer & SOP

- Training: Utbildning i Surprise and Startle effect / UPRT / fokus pa
rollen som PM / fokus p& TEM / uthildning i procedurer for Icing in flight

Flight Ops: TEM tydligt och sparbart i SOP / Rollen PM tydligt
definierad / Procedurer for FC & CC vid turbulens / Procedurer for icing
in flight / Flight planning som tar héansyn till is och turbulens /
Procedurer for att upptacka Data Entry Error

- Omhandertagit rekommendationer i EASA SIB 2024-14
- Ground Ops: korrekt avisning / korrekt lastning & lastsékring

Information/vagledning: Active PM, Best practice, UPRT training
EASA SIB 2025-xx: Potential de-/anti-icing fluids
EASA SIB 2013-05R1 (23 jun 2025) Manual Flight Training Operations
EASA SIB 2024-14 Accuracy Tests EFB Perf or M/B Computations
- AOC Informationsbrev 2023-11-21
EASA: SIB 2025-06 Potential Risk Management Issue LRD (LeapEng)
FSF - A practical guide for improving Flight Path Monitoring
- CRM & Startle effect. Atlas Air 23 feb 2019 lank

Exempel grafiskt stodsystem (Det finns flera): IATA Turbulence Aware
}‘ TRANSPORT
A STYRELSEN

TS (CAA)
Inspektorer vidareutbildning CRM (MST.037) & OSD


https://ad.easa.europa.eu/sib-docs/page-1
https://ad.easa.europa.eu/ad/2024-14
https://www.transportstyrelsen.se/globalassets/global/luftfart/flygoperativt/information-till-branschen/artiklar-pa-flygoperativa-sidan/artikel-om-turbulens---en-okande-risk.pdf
https://ad.easa.europa.eu/ad/2025-06
https://flightsafety.org/files/flightpath/EPMG.pdf
https://www.ntsb.gov/investigations/AccidentReports/Reports/AAR2002.pdf
https://www.iata.org/en/services/data/safety/turbulence-platform/

LOC-I

Loss of Control EASA Conversation Aviation Winter Edition

. .
Safety Issues De-Icing and Holdover Times:
(EASA) SI-XXXX / (Swe) SLXX-XXXX
SI-0003 Adverse convective weather (turbulence,
) ] . . If you're standing at the gate on a frosty January moming watching
col mist swirl into the air, you mi ink: “we do this y year,
hail, lightning, ice)

clear that de-icing and associated topics remain one of the biggest

SI-0015 Entry of aircraft performance data risks to winter operations. i
SI-0001 Icing in flight

SI-0018 Clear air turbulence and mountain waves
SI-0003A Hail

SI-0002 Icing on ground

SI-0010 Inappropriate flight control inputs

SI-0017 Gap between certified take-off performance
and take- off performance achieved in operations

SI-0019 Handling and execution of go-around
SI1-0024 Wind shear
SI-0025 Inadequate Fuel management

Deicing and Anti-icing: Turning Chemistry
Why Do We De-ice and Anti-ice at All? Into Safety
ills bife. Even a thin layer

SI-0037 Mishandling of non-precision approaches

SI-0012 Wake vortex encounter

n AVIATION

}‘ TRANSPORT
A STYRELSEN


https://www.easa.europa.eu/community/system/files/2025-11/conversation_aviation_2_2025_winter.pdf

LOC-I
Loss of Control

>

Safety Issues

(EASA) SI-XXXX / (Swe) SLXX-XXXX

SI-0003 Adverse convective weather (turbulence,

hail, lightning, ice)

SI-0015 Entry of aircraft performance data

SI-0001 Icing in flight

S1-0018 Clear air turbulence and mountain waves

SI-0003A Hail
SI-0002 Icing on ground

SI-0010 Inappropriate flight control inputs

SI-0017 Gap between certified take-off performance
and take- off performance achieved in operations

SI-0019 Handling and execution of go-around

SI1-0024 Wind shear
SI-0025 Inadequate Fuel management

SI-0037 Mishandling of non-precision approaches

SI-0012 Wake vortex encounter

Voepass AT72 at Sao Paulo on Aug 9th 2024
Spun out of control and lost height

Pneumatic Wing leading | | Horizontal tailplane

de-icing edges leading edge

-
v %

Engine air \ A ’

intakes £ / <~ /

Gas path I P

de-icer '..'{ /a \

! a00®
T AT
© Ice evidence Electronic ice
probe detector
; <
Windshields —  Probes —| S Propellers — Horns

Figure 9 - Identification of the position of the Ice-related Protection System’s components.
Source: Cold Weather Operations, ATR Training Centre.

Information
- CENIPA preliminary report
- Safety Alert NTSB SA097 Aug 2024

SAFETY

SA097 | August 2024

Flying in Icing Conditions?
Assess the Effect on Airplane Performance and Consult Your Pilot's
Operating Handbook!

}‘ TRANSPORT
The problem A STYRELSEN

. Flylng in |cmg oondmons can presenl operational risks, including the adverse effects of airframe
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https://dedalo.sti.fab.mil.br/en/85259
https://www.ntsb.gov/Advocacy/safety-alerts/Documents/SA-097.pdf

Bakomliggande orsaker

Higher-risk safety issues in the EU aviation system

As the SIPI method is applied in a systemic and consistent manner for each of the safety issues from all domains,
it also provides a cross-domain perspective of the higher-risk safety issues in the EU aviation system, irrespective
of the SRM step they are currently in. Currently, there are 20 higher-risk cross-domain safety issues listed in
alphabetical order:

SI-2014  ATM/ANS Airborne Collision with Unmanned Aircraft System (UAS)  ASSESS/QUEUED
SI-4010  NCOA Airborne separation MITIGATE/IMPLEMENT
Airspace infringements by military UAS, aircraft,

SI-5515  SYS&CON) o I . MONITOR
missiles, or debris spilling over from conflict zones

SI-0007 CATA Approach path management MITICATE/DEFINE

S1-0039  CATA Fatigue (FTL) ASSESS/QUEUED|

SI-1019  ADR/GH Ground staff movement around aircraft ASSESS/ACTIVE

Airworthiness Inafﬁequale aircraft system design resulting in ASSESS/QUEUED

maintenance errors

SI-8031  Rotorcraft Inadequate obstacle clearance during any flight phase ~ ASSESS/ACTIVE

SI-0010 CATA Inappropriate Flight Control Inputs ASSESS/ACTIVE

59002 Airworthiness !nsufﬁcwgnl consideration of flight crew human factors MONITOR
in Functional Hazard Assessments

519003 Airworthiness Insufﬁcwe.nt consideration of flight crew human factor.s N pSSESS/ACTIVE
the continued airworthiness process of the type design

SI-0009 CATA Insufficient Crew Resource Management (CRM) ASSESS/QUEUED

513016 HE/MP Lack of focus on risk-based decision making in complex ASSESS/QUEUED
systems

9005 Airworthiness Outdated ceﬂlﬁcathn bases established for major ASSESS/ACTIVE
changes to type certificates

S-1010  ADR/GH Poor coordination and control of turnarounds ASSESS/QUEUED

SI-4007/ NCO . . .

18017  AfRotorcraft Poor pre-flight planning and preparation ASSESS/QUEUED

SI-4023  NCOA Risks associated with parachute operations MITIGATE/DEFINE

SI-0005  HF/HP State of Wellbeing and Fit for Duties MONITQOR/PASSIVE

S1-8024  Rotorcraft Unanticipated yaw / Loss of tail rotor effectiveness ASSESS/QUEUED

SI-2006  ATM/ANS Undetected occupied runway ASSESS/QUEUED

LOC-I
Loss of Control

Causal factors contributing to LOC-I commercial aircraft fatal accidents

Mumber of fatal accidents

Causal fact .
ausal factor with causal factor

Pilot- or human-induced

Improper procedure 10
Spatial disorientation 6
Poor energy management 6
Distraction 5
Improper training 5
Poor design 2
Environmentally-induced

Weather 3
Icing

Wake vortex 1

Systems-induced

Aircraft systems failures

Poor design 2

Kélla: EASA EPAS Vol Il 2024

Kalla: Aircraft Loss of Control

Causal Factors and Mitigation Challenges, }‘ TRANSPORT
54 NASA Dryden Flight Research Center A STYRELSEN




LOCT Risk External Factors — Climate Change
Loss of Contl'ﬂlé Interdependencies Gﬁ{é}ﬁﬁ TU I‘b u I ence g

Andrade monster for turbulens som en f6ljd
av klimatforandringar?

— Flight planning
— On-board detection

— Flight Crew procedures
— Cabin Crew procedures
— Seat Belt Sign policy

Kalla: EASA EPAS Vol lll, SI-0003 }‘ TRANSPORT
55 A STYRELSEN



LoC1 | Risk o8 | External Factors — Climate Change

Loss of Control é Interdependencies G@ﬁ

Nya monster for turbulens 6kar risken att
kabinbesattningen skadar sig.

Hur forbereder vi kabinbeséattningen for kraftig turbulens som
uppstar ovantad?

— Traning — Turbulens uppstar plotsligt "Startle effect”
— Turbulens som en staende punkt vid "preflight briefing”

— Turbulens en risk i det proaktiva TEM-tank, "silent
review” vid take-off till landning.

— Vad géller sékra kabin eller sétta sig ner och spanna fast
sig?

- Vart ska man satt sig? Forsta lediga plats eller "sin” stol

— Internkommunikation och PA-utrop

— Finns tydliga procedurer beskrivna?

}‘ TRANSPORT
56 A STYRELSEN



LOC1 Risk 68 Forvantas i tillsyn:
Loss of Control é Interdependencies {}:@:ﬁ

- Har Cabin Crew SOP utvarderats vs ny
milj6?

Kabin SOP och utbildning:
ORO.GEN.110(f)(h) AMC1 Operator responsibilities

- Har CC Instruktorer inkluderats och
utbildats for ny miljo?

i Information:
commencement of a flight or .- . " 2
series of flights : - Kvalifikationer for personal som genomfor
(5)  Securing of passenger cabin (e.g. utb. och kontroll av kabinbes. MEL 2017-1
seat belts, cabin cargo/baggage,
IFE system) ° ICAO DOC 10002
(6)  Securing of galleys and stowage of ~ Cabin Crew Safety Training Manual
equipment - ORO.GEN.110(f)(h) AMC1
(15) Actions to be taken when —  Operator responsibilities
turbulence is encountered ORO.CC 125(d) AMC 1
Kalla: EASA EPAS Vol Ill, SI-0003 - Aircraft type-specific training
Se aven: EPAS VOL Il RES.0059 Impact of climate change on
commercial air transport with aeroplanes - review of scientific works * ORO.CC.200 ‘ TRANSPORT
Se aven: SHK L-84/24 turbulens infér landning i Helsingfors 57 _  Senior cabin crew member >A STYRELSEN


https://www.transportstyrelsen.se/sv/luftfart/seminarier-och-information/Meddelande-fran-Transportstyrelsens-luftfartsavdelning-MFL/OPS---flygoperativt/
https://www.icao.int/safety/airnavigation/OPS/CabinSafety/Pages/Cabin-Crew-Safety-Training.aspx
https://shk.se/sok-utredningar/luftfart/2024-08-14-allvarligt-tillbud-med-flygplanet-se-ryc-i-samband-med-turbulens-infor-landning-i-helsingfors
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Hybrid Interruption
Civil Aviation <D
Intro O~

Safety Issues
(EASA) SI-XXXX [ (Swe) SLxx-XxXxx

Relaterade Safety Issues presenteras i
foljande fokussidor for respektive
delomrade

Delomraden:

: Cyber Security
- GNSS storningar
: Paverkan av dronare

. Fire/Smoke/Fumes

: Loss of communication

. Staffing / human factors stress

: Data & Signal Jamming Beyond GNSS

[
cOo N O O A WO N B

. Airspace infringement / unplanned military activity intrusion
(Forgrenas till Airborne Coll)

— 9: Critical Infrastructure Interference
— 10: Information & disinformation targeting Civil Aviation

}‘ TRANSPORT
59 A STYRELSEN



Hybrid Interruption |+ Tillsyn:

Civil Aviation - Forvantas 1: Att tillstdndshavare har bedomt riskerna relaterat
0. Start O~ hybridstérningar.

— Forvantas 2: Att tillstandshavare identifierat skyddsbarriarer

och/eller kontinuitetsprocedurer for de risker man bedomer

Safety Issues ..
¢ relevanta for den egna verksamheten. Om en eller flera av

(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5017 Cyber attacks dessa risker nedprioriterats ska det kunna motiveras.

SI-5017A Airline systems’ vulnerabilty — Forvantas 3: Att tillstandshavare skapat kunskap och

‘eading to disruptions due to cyberattacks kannedom hos sin personal fér att kunna hantera och forsta
SI-5017B Aircraft vulnerability leading to

flight safety degradation due to cyber attacks fara orsakad av yttre faktor.

- Information:

—  The European Centre of Excellence for Countering Hybrid Threats:
Building resilience to hybrid threats: Best practices in the Nordics

— EU kommissionen: Hybrid Threats Guidance
- TS (CAA)
— Forstark informationsdelning
— Utbilda inspektérer och ledning
Y TRANSPORT

- Folja upp i tillsyn >A STYRELSEN



https://www.hybridcoe.fi/wp-content/uploads/2024/05/20240527-Hybrid-CoE-Working-Paper-31-Building-resilience-to-hybrid-threats-WEB.pdf?utm_source=chatgpt.com
https://defence-industry-space.ec.europa.eu/eu-defence-industry/hybrid-threats_en?utm_source=chatgpt.com

Hybrid Interruption
Civil Aviation

1. Cyber Sec S

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber attacks

\

Tillsyn:

Forvantas: Att tillstdndshavare har bedomt riskerna
relaterat till avbrott i IT-delsystem inkl. EFB.

Forvantas: Att tillstAndshavare skapat contingency plan for
avbrott i verksamhetskritiska delsystem inkl EFB.

Forvantas: Att tillstandshavare nar niva present + suitable
samt paborjar na effektiva skyddsbarriarer vid
implementering av IS management system (ISMS) (EU)
2023/203, 2022/1645 med AMC/GM 2025/014/R

Information:;

Easy Access Rules for Information Security
(Regulations (EU) 2023/203 and 2022/1645)

https://www.easa.europa.eu/community/cybersecurity

Guidelines for ISO/IEC 27001:2022 conforming
organisations on how to show compliance with Part-IS

TS:

Publicera stédjande material
Utbilda inspektorer }‘ TRANSPORT
Samvetkan med tillstdndshavare 4. STYRELSEN


https://www.easa.europa.eu/en/document-library/easy-access-rules/easy-access-rules-information-security-regulations-eu-2023203
https://www.easa.europa.eu/community/cybersecurity
https://www.easa.europa.eu/community/sites/default/files/2024-07/Guidelines%20-%20ISO%2027001%20add-on.pdf
https://www.easa.europa.eu/community/sites/default/files/2024-07/Guidelines%20-%20ISO%2027001%20add-on.pdf

Hybrid Interruption
Civil Aviation

1. Cyber Sec oc

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber
attacks

Struktur i implementeringsarbetet

s g

o

@ 7
XK A
j’zg:_"\?,'l ,

Part-1S #1: Tidslinje

Part-1S #2: Forordningar och inbordes forhallande
Part-IS #3: Karnpunkter for implementering
Part-IS #4: Stodjande information och dokument
Part-1S #5: Malbild

Part-IS #6: Nasta steg

}‘ TRANSPORT
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Hybrid Interruption
Civil Aviation

1. Cyber Sec &~

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber

.5‘,0
A

Part-1S #1: Tidslinje

- (EU) 2022/1645 ska tillampas fran 16 okt 2025

- POA, DOA, AGA

- (EU) 2023/203 ska tillampas fran 22 feb 2026, (IS.AR, IS.OR)

- AOC, CAMO, AMO, ATO

- Bada har:

- ED 2023/008/R (AMC & GM)
- ED 2023/009/R AMC & GM Part-1S.D.OR, Part IS.I.OR
- ED 2025/013/R
- Har fortydliganden om ISMS
- ED 2025/014/R
- Har fortydliganden om bl.a rapportering

p N ) X TRANSPORT
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Safety Issues
(EASA) SI-XXXX | (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber
attacks

Part-IS #2: Forordningar och inbordes forhallande

Koppling mellan AOC/CAMO SM - ISMS

[ Risk Treatment ]
| Risk Assessment
]mmm sarely Assessmer
N HITIE Safety N
likelihood, Theeat Hazards e
consequences and Risk ¥
context Preventative Top Aceeptable? —
Barriers [Event
Context and
infarmation security
compromise Infarmation
likelihood SRR 1)

Consequence

Y
Mitigative Likelihoad -
fcceptable .
N

[ Risk Treatment ]

“

Kalla: ED 2025/014/R page 3

}‘ TRANSPORT
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https://www.easa.europa.eu/en/document-library/agency-decisions/ed-decision-2025014r
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber
attacks

Part-IS #2: Forordningar och inbordes forhallande

”NIS2” - Nytt EU direktiv 2022/2555

”...atgérder fér en h6g gemensam cybersékerhetsniva i hela
unionen”

18 oktober 2024 trader NIS2 ikraft

| "NIS1” var flygbolag (och rederier) undantagna
Sannolikt kommer flygbolag att omfattas
Utpekande genom omsattning eller antal anstallda
- Mer &n 50 anstallda eller

— 10 miljoner euro i arsomséttning,

- Utpekning kan aven ske av behérig myndighet
. _ ) N TRANSPORT
For fragor om NIS-lagen: nis@transportstyrelsen.se "4 STYRELSEN
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Part-1S #3: Karnpunkter for implementering

Safety Issues
(EASA) SI-XXXX / (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber
attacks

The ISMS in Part-IS

1S.OR.200
Policy on information

security

I1S.0R.215
IS Internal Reporting
Scheme

R

rements

1S.0R.260 Continuous improvement

Colour code: [NISTFramework'| ["BasicReg. | [TREpOMingREE™  1S02700x

N
66 >A }A STYRELSEN
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Part-1S #4 Stddjande information och dokument

Easy Access Rules for Information Security
(Regulations (EU) 2023/203 and 2022/1645)

EASA Summerad Part-1S information & FAQ: Information
Security (Part-1S)

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks
SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber

How EASA ensures aviation is resilient against cyber threats

EASA Part-IS Implementation Task Force & Community Net.

CAA-I: Five Top Tips for Navigating EASA Part-1S Compliance
EASA Implementation guidelines for Part-IS

attacks
al ,0
o*

Part-I1S Implementation
) & EASA Task Force

Guidelines

Implementation guidelines for Part-IS" - 1S.1/D.OR.200 (e)

Part-IS TF G-02

July 2024

), Y\ TRANSPORT
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https://www.easa.europa.eu/en/document-library/easy-access-rules/easy-access-rules-information-security-regulations-eu-2023203
https://www.easa.europa.eu/en/the-agency/faqs/information-security-par
https://www.easa.europa.eu/en/the-agency/faqs/information-security-par
https://www.easa.europa.eu/en/light/topics/how-easa-ensures-aviation-resilient-against-cyber-threats?utm_campaign=i-20241108&utm_term=light&mtm_source=notifications&mtm_medium=email&utm_content=title&mtm_placement=content&mtm_group=topic
https://www.easa.europa.eu/community/topics/part-implementation-task-force-deliverables
https://caainternational.com/five-top-tips-for-navigating-easa-part-is-compliance/
https://www.easa.europa.eu/community/sites/default/files/2024-07/Guidelines%20-%20Part-IS%20derogation%20-%20IS.I_D.OR_.200%20%28e%29.pdf
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1. Cyber Sec oc

Safety Issues
(EASA) SI-XXXX [ (Swe) SLxx-xxxx
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks

SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber
attacks

1S.1.OR.255 Changes to the information security management

system

Regulation (EU) 2023/203
(a)  Changes to the ISMS may be managed and notified to the competent authority in a procedure
developed by the organisation. This procedure shall be approved by the competent authority.

(b)  With regard to changes to the ISMS not covered by the procedure referred to in point (a), the
organisation shall apply for and obtain an approval issued by the competent authority.

Part-1S #5: Malbild

AOC/CAMO maldatum 22 feb 2026
Implementerat och i drift

Initiala inférandet &r tillstandspliktigt enligt

- 1S.1.OR.250 Information security management manual (ISMM)
och

- 1S.1.OR.250 Change Management

Ansokan senast 90 dagar fore (senast 22 nov 2025)

- AnsOkan med AM signerat statement enligt IS.I.OR.250(a)(1)
- Ifylld Compliancechecklista (TS eller egen)

- ISMS-manual och/eller reviderade manualer SM

- Utsedd och utbildad personal enligt 1S.I.OR.240

Efterfoljande forandringar som kraver tillstdnd — change
procedure rekommenderas
IS.I.OR.255

}‘ TRANSPORT
A STYRELSEN
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLxx-xxxx
SI-5017 Cyber attacks
SI-5017A Airline systems’ vulnerability
leading to disruptions due to cyberattacks
SI-5017B Aircraft vulnerability leading to
flight safety degradation due to cyber

attacks
e,
o

Part-1S #6: Nasta steg

&S
— Erfarenheter fran pagaende granskning

- Ansvarsfordelning.
— Behovs en CRP, vem ar ansvarig for de olika delarna inom ISMS?

- Kompetens.

- Vilken kompetens kravs for de olika rollerna, finns det rollbaserad
utbildning, ansvarsférdelning for typ av utbildning, definierat
tidsintervall, 6vningar?

- Incidenthantering.

— Definition pa Detect, Response & Recovery for operatoren, roller,
ansvar, eskalering, samverkan.

— Part-IS Management Audit (ISMA)

- Baseras pa EASA Guide: Part-IS oversight approach,
genomfdors under 2026-2027

—~ Hantering av change procedure

- 1S.1.OR.255
}‘ TRANSPORT
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https://www.easa.europa.eu/community/system/files/2025-08/guidelines-part-is-oversight-approach-rev-august-2025.pdf
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5501A GNSS signal manipulation leading
to navigation or surveillance degradation

SI-0034 Impact of GNSS interferences on
civil aviation operations

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services
SI-5102 Space weather effects on aviation

\

Forvantas i tillsyn:

Dokumenterade atgarder enligt SIB 2022-02R3
Att bertrda Safety Issues inkluderas i Safety Management

Att systemrisker inkluderas. GNSS-storningar paverkar CNS som helhet,
inte bara navigation, ADS-B, TAWS/EGPWS, TCAS, CPDLC

Kontroll pA MEL Training Programme AMC1 ORO.GEN.110(e)

MEL visar tydligt hur "inoperative item” pa verkar NAV/COM/Surv.
Piloter/OP/OCC tydlig information/direktiv, och utbildning.

Proaktiv GNSS RFI 6vervakning och risk-mitigerad fardplanering av OCC.

Information:

EASA SIB 2022-02R3

EASA GNSS Website

AOC infobrev: 2023-03-22, 2023-10-11, m.fl. pa var webbsida
CAA UK: Safety Notice: SN-2025/006

Eurocontrol European GNSS Contingency/Reversion Handbook for PBN
Operations Rev 6

EASA Conflict Zone Alerting System
Spoofing Report
AIC A 10/2024 (Uppdateras I6pande)

TS (CAA)

~ Vidareutbilda inspektorer (GNSS,MEL)

Vidareutveckla nationellt RCZ-system ) U TRANSPORT

A STYRELSEN


https://ad.easa.europa.eu/sib-docs/page-1
https://www.easa.europa.eu/en/domains/air-operations/global-navigation-satellite-system-outages-and-alterations
https://www.transportstyrelsen.se/sv/luftfart/flygbolag/Flygoperativt/
https://www.caa.co.uk/publication/download/25010?utm_source=chatgpt.com
https://www.eurocontrol.int/sites/default/files/2021-10/euroconontrol-gnss-contingency-reversion-handbook-6.pdf
https://www.eurocontrol.int/sites/default/files/2021-10/euroconontrol-gnss-contingency-reversion-handbook-6.pdf
https://www.easa.europa.eu/en/domains/air-operations/information-on-conflict-zones
https://ops.group/dashboard/wp-content/uploads/2024/09/GPS-Spoofing-Final-Report-OPSGROUP-WG-OG24.pdf
https://www.aro.lfv.se/Editorial/View/14547/AIC%20A10-2024%20%C3%96kad%20GPS%20jamming_spoofing%20och%20solstorm
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5501A GNSS signal manipulation leading
to navigation or surveillance degradation

SI-0034 Impact of GNSS interferences on civil
aviation operations

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services
SI-5102 Space weather effects on aviation

Kopplad till ny sakerhetspolitisk situation @

Det finns tva olika huvudtyper av storningar som en yttre part
kan genomfora pa satellitbaserad flygnavigering:

- Jamming:
Har stors signal mellan satellit och mottagare ut. Denna typ av
storning ar relativt enkel att genomfora av fientlig part. Den gar
dock att spara och upptéacks normalt av det flygburna systemet
som ger varningssignal.

- Spoofing:
Har paverkas den positionsberakning som GPS mottagare
genomfdr. Denna typ av stérning ar mera komplex, men klart
mojlig att genomfdra av storre fientlig aktor. Den ar svarare att
upptécka av det flygburna systemet, dock genomférs
kontinuerlig jamfoérelse mellan flera navigationskallor, sa ett
stdrre navigationsfel upptacks normalt av ett modernt flygburet
navigationssystem.

}‘ TRANSPORT
71 A STYRELSEN



Hybrid Interruption
Civil Aviation
2. GNSS Storningar 0

GNSS Repeater
Re-broadcasting authentic GNSS
signals

Oversikt 1 (2) - Problembild

\
& . e
Not observed sofar

P&

Targeted Spoofing
GNSS-like signals based on real-time
reception of authentic signals aiming

to spoof a target

Collateral Spoofing
Synthetically-generated, GNSS-like
signals with the aim of spoofing a
target but affecting other receivers

| Y TRANSPORT
Ref: ICAO WRC-27 GNSS Interference >A STYRELSEN
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Oversikt - Problembild

GPS RECEPTION
NORMAL OPS

GPS SENSOR

POS: 50°00'N 20°00'E
TIME: 2043UTC
DATE: 21 AUG 2024

JAMMING kY

Jamming blocks
GPS satellites

-GPS 1/2 FAIL
_ -ADS-BFAIL
-UNABLE RNP

GPS RECEPTION *

GPS RECEPTION 3

SPOOFING *

~ : q 2

GPS SENSOR

. m -FMS-GPSPOS
POS: 49°00'N19°00'E 7 DISAGREE
TIME: 0711 UTC " -CHECK GPS POS
DATE: 03 FEB 2032 -ATCFAIL
-UNABLE RNP

Ref: Final Report GPS Spoofing OPS Group }‘

A
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Hybrid Interruption
Civil dviation _ _ . )
2. GNSS Stormingar g » Funktionalitet GPWS kan paverkas aven efter att
GPS tackning ar aterstalld efter spoofing.

Safety Issues

(EASA) SI-XXXX / (SWe) SLXX-XXXX m Startle effect and distraction
Unexpected false EGPWS callouts easily create startle effect, leading to
SI-5501A GNSS signal manipulation leading inappropriate crew reactions. In many cases these alerts continue all the way to
to navigation or surveillance degradation landing, with crew unable to silence them, creating a highly distracting
SI-0034 Impact of GNSS interferences on environment.

civil aviation operations
SI-2015 Safety issues raising from new

technologies and automation * Risk stdrre under vinteroperation

SI-2016 Failure of navigation services

- m Go-Arounds from unusual altitudes
SI-5102 Space weather effects on aviation

Flight crew are typically trained in go-arounds at very low altitude, e.g., at the
Missed Approach Point, or during the final landing phase. The rate of false
EGPWS alerts is leading to go-arounds at higher altitudes, e.g., 4000 feet, which
are not typically trained. This increases risk of handling errors, level busts, and
in the extreme case, potentially loss of control inflight. This concern is backed
up by observations from simulator instructors during GPS Spoofing training.

 Testa procedurer pa marken

VOR2 A }‘ TRANSPORT
Tou 74 A STYRELSEN
. Ref 1: Final Report GPS Spoofing OPS Group



https://ops.group/dashboard/wp-content/uploads/2024/09/GPS-Spoofing-Final-Report-OPSGROUP-WG-OG24.pdf

Hybrid Interruption  Stddjande material:
Civil dviation
2. GNSS Stormingar a.,c‘

OO NN
Crew Guidance

Safety Issues Recommendations

(EASA) SI-XXXX [ (Swe) SLXX-XXXX

OF THE GPS SPOOFING WOF|

It you are aperating a flight into a spoafing
area tomorrow, this guidance will help to
mitigate the impact of GPS Spoofing

Technical Analysis & Im|

SI-5501A GNSS signal manipulation leading to petom Sy
navigation or surveillance degradation

SI1-0034 Impact of GNSS interferences on civil
aviation operations

The WorkGroup has issued the following
ndations regarding GPS Spoofing

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services

[T —— Ay ~oors

SI-5102 Space weather effects on aviation

m Normalization of risk

Due to now commonplace encounters of GPS spoofing impacts, there is a
gradual, insidious acceptance of increasingly higher risk at organizational
level. Small changes and new behaviors that were slight deviations from the
normal course of events gradually become the norm, providing a basis for
accepting additional deviance and, typically, higher risk.

}‘ TRANSPORT

7 Ref 1: Final Report GPS Spoofing OPS Group A STYRELSEN



https://ops.group/dashboard/wp-content/uploads/2024/09/GPS-Spoofing-Final-Report-OPSGROUP-WG-OG24.pdf

Hybrid Interruption

Civil dviation ~p
2. GNSS Stormingar 05\“

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5501A GNSS signal manipulation leading
to navigation or surveillance degradation

SI-0034 Impact of GNSS interferences on civil
aviation operations

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services
SI-5102 Space weather effects on aviation

Hur ska GNSS-stdrningar rapporteras?

 Tolkning fran EASA Network of Analysts (NoA):

GNSS outage occurrences shall be reported
Dependant on the content of the occurrences they
shall be mandatory or voluntarily

All spoofing events should be reported (e.g.,
confirmed shifting of maps, clock shifts, TAWS alerts
leading to uncoordinated high-rate climbs)

The occurrences of GNSS outages/jamming with no
or limited effects on flight safety could be decided
not to be reported to the authority, but be managed
under the SMS.

m Normalization of risk

Due to now commonplace encounters of GPS spoofing impacts, there is a
gradual, insidious acceptance of increasingly higher risk at organizational
level. Small changes and new behaviors that were slight deviations from the
normal course of events gradually become the norm, providing a basis for

accepting additional deviance and, typically, higher risk. }‘ TRANSPO RT
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https://www.easa.europa.eu/en/domains/safety-management/safety-risk-management
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Exempel Operatérs EFB Map

T

Exempel skyddsbarriarer Pre-flight och ruttplanering

-~ Egen “GNSS risk map”i OCC och i EFB

Bygg en intern karta (uppdaterad via EASA, IATA, Eurocontrol och egna FDM-data)
som markerar rutter/omraden med hog frekvens av jamming/spoofing (Kaliningrad-
sektorn, st om Ukraina, Svarta havet, 6stra Medelhavet, m.fl.)

Ruttpolicy for hogriskomraden

Krava minst en alternativ rutt som minimerar tid i varst drabbade sektorer, aktivt vélja
destinationer/alternat som har icke-GNSS-beroende inflygningsprocedurer (ILS,
LOC/DME, VOR/DME). Lardom direkt frAn Tartu-exemplet.

Policy for en route shortcuts och buffert till riskzoner (se aven nésta sida)

- Riskbaserade krav pa alternativ och branslereserv

SOP: om primar destination ar starkt PBN-/GNSS-beroende och i k&nd stérningszon
— extra fokus pa alternativ med robust marknavigationsinfrastruktur samt brénsle fér
att byta dit utan GNSS.

-~ GNSS-status som del av “go/no-go” i dispatch

Infér checklistpunkt: “GNSS RFI review completed and acceptable?” — med mandat
att stalla in flyg vid exceptionella stérningslagen (t.ex. sammanfallande med storre
militara évningar i Ostersjon)

— Inkludera TEM
GNSS Storning identifiering, atgéarder.
Policy for shortcuts och buffert till riskzoner

}‘ TRANSPORT

-  Ref ICAQ: GNSS Vulnerabilities and Emerging Threats & STYRELSEN

- RefIATA: GNSS Interference Safety Risk Assessment



https://www.icao.int/sites/default/files/NACC/MeetingDocs/2025/RADIONAVWS/English/04-Presentations/P02-RDNVW2025-EUROCONTROL-GNSS_Vulnerabilities-EmergingT.pdf?utm_source=chatgpt.com
https://ic.iata.org/sites/default/files/iata_sih_document_attachment/IATA%20Safety%20Risk%20Assessment%20-%20GNSS%20Interference%20V5.pdf
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5501A GNSS signal manipulation leading
to navigation or surveillance degradation

SI-0034 Impact of GNSS interferences on
civil aviation operations

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services
SI-5102 Space weather effects on aviation

Exempel skyddsbarriarer:
-Policy for en route shortcuts och buffert till riskzoner

Ref: Exempel operatdrs buffertzon nordost

}‘ TRANSPORT
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5501A GNSS signal manipulation leading
to navigation or surveillance degradation

SI-0034 Impact of GNSS interferences on
civil aviation operations

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services
SI-5102 Space weather effects on aviation

\

Exempel skyddsbarriarer In-flight

Tydlig separation: “Loss/Degrade” vs “Suspected Spoofing”
Procedurer som skiljer pa:

- Jamming (GNSS flaggas som ogiltig, system gar i fallback)

- Spoofing/felaktig men “grén” data: kartférskjutning, mérkliga groundspeed/track,
“hoppande” position, TAWS-varningar som inte stammer med visuella
referenser m.m. — Checklista fér “SUSPECTED GNSS SPOOFING”

- Standardiserad “post-interference sanity check”
Lagg in en obligatorisk kontroll efter att man lamnat stérningsomradet:

— bekréfta korrekt FMS-position, Jamfor baro-/radiohdjd mot terrangdata,
Kontrollera att TAWS/EGPWS/TCAS indikationer ar rimliga, notera eventuella
kvarstaende diskrepanser i tech log och safety-rapport.

Automation management i kanda stérningsomraden

Riskbaserad, mer konservativ anvandning av LNAV/VNAYV baserade pa GNSS i de
mest drabbade omradena — vara beredd att ga till radata nar symtom upptrader.

Ref ICAO: GNSS Vulnerabilities and Emerging Threats
Ref IATA: GNSS Interference Safety Risk Assessment
}‘ TRANSPORT

A STYRELSEN

79


https://www.icao.int/sites/default/files/NACC/MeetingDocs/2025/RADIONAVWS/English/04-Presentations/P02-RDNVW2025-EUROCONTROL-GNSS_Vulnerabilities-EmergingT.pdf?utm_source=chatgpt.com
https://ic.iata.org/sites/default/files/iata_sih_document_attachment/IATA%20Safety%20Risk%20Assessment%20-%20GNSS%20Interference%20V5.pdf
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Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5501A GNSS signal manipulation leading
to navigation or surveillance degradation

SI-0034 Impact of GNSS interferences on
civil aviation operations

SI-2015 Safety issues raising from new
technologies and automation

SI-2016 Failure of navigation services
SI-5102 Space weather effects on aviation

\

Exempel skyddsbarriarer utbildning

Scenariobaserad simulatortraning

Jamming i cruise-fas (loss of GPS primary), spoofing under STAR/approach med
kartférskjutning, falska TAWS-alerts, samtidigt TCAS/ADS-B.

Fokus pa: att upptacka mismatch mellan kallor, att valja ratt fallback (VOR/DME, ILS,
radar vectors),att kommunicera tydligt med ATC och OCC

Specifik OCC/dispatch-traning
Kursmodul om GNSS-stérning dar berord personal far verktyg att:
- tolka storningskartor,
— beddma nér “business as usual” fungerar och nér stérre atgéarder krévs,
- ge tydliga, korta rekommendationer till besattning fére och under flygning

Aterkommande uppdatering till Crew

Exempel pa aktuella handelser, paminnelse om rapportering, erfarenheter, atgarder.

Ref ICAO: GNSS Vulnerabilities and Emerging Threats
Ref IATA: GNSS Interference Safety Risk Assessment

}‘ TRANSPORT
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https://www.icao.int/sites/default/files/NACC/MeetingDocs/2025/RADIONAVWS/English/04-Presentations/P02-RDNVW2025-EUROCONTROL-GNSS_Vulnerabilities-EmergingT.pdf?utm_source=chatgpt.com
https://ic.iata.org/sites/default/files/iata_sih_document_attachment/IATA%20Safety%20Risk%20Assessment%20-%20GNSS%20Interference%20V5.pdf

Hybrid Interruption
Civil Aviation Airborne Collision A

2. GNSS Stérningar gﬁ‘
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A STYRELSEN eadfast Defender 2024

P P —— -ttt S
Militara flygévningar Cvber
Vid storre militsra flygovningar kan Transportstyrelsen besluta om y
restriktionsomraden och farliga omraden fér att bibenaila en hog 0
flygsakerhet och skydda Gvrig luftfart
Rymd Mark .
¥
L -
b Sjp \/ Luft
o) B4

Ref: Militara flygbvningar - Transportstyrelsen Ref: Forsvarsmakten / Var verksamhet / Ovningar

}‘ TRANSPORT
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https://www.forsvarsmakten.se/sv/var-verksamhet/ovningar/
https://www.transportstyrelsen.se/sv/luftfart/flygplatser-flygtrafiktjanst-och-luftrum/luftrum/militara-flygovningar/

Hybrid Interruption - Tillsyn:

Civil Aviation N — Hur har ni bedémt risk for storning fran dronare i relation till:
3.Paverkan dronare

- Att luftrum stangs over flera flygplatser i en region?

- Hur sakerstaller ni att destination- och alternativ-val tar hojd for

Safety Issues Loers " e . . .
mojliga drénarrelaterade stangningar i regionen?

(EASA) SI-XXXX | (Swe) SLXX-XXXX
- Inkluderar TEM relaterade skyddsatgarder? Exempel:
SI-5515 Airspace infringements by military - go-around olika hojder,

UAS, aircraft, or debris spilling over from

' diversion,
conflict zones

procedur vid omplanering i luften, - HUR inte bara ATT

SI-2014 Airborne conflict with an unmanned
aircraft systems (UAS)

procedur fér minimum fuel och mayday fuel.

- Fuelpolicy? Speedmanagement? Automation management? Focus
visual?

SI-5514 Separation with unidentified aircraft
Slof-0003 Collision with balloons

SI-0025 Inadequate fuel management

- Riskhantering och utbildning mass diversion, HF-stress, trangt luftrum

och Overbelastade alternativ?

- “Drone disruption procedure” i OCC?

- Information:
— 1ATA: Response to Unauthorized UA in the Vicinity of Aerodrome — Guide

—  Science Direct: A review on collisions between drones }‘ TRANSPORT
A STYRELSEN
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https://www.iata.org/contentassets/e233c76cd44a47519ed94e02c3aab525/response-to-unauthorized-ua-in-the-vicinity-of-aerodrome.pdf
https://www.sciencedirect.com/science/article/pii/S2214914725001278?utm_source=chatgpt.com
https://www.sciencedirect.com/science/article/pii/S2214914725001278?utm_source=chatgpt.com

Hybrid Interruption - Definition: Hybridhot och brand i last beror avsiktligt utnyttjande av
befintliga svagheter.

Civil Av.latlon \‘)/Q - Skyddsbarriarerna behover darfor vara bade Safety- och Security-
4. Fire o- orienterade.
Tillsyn:
Safety Issues — Kan ni visa samverkan mellan safety-security for att battre
(BASA) SEEXXXX [ (Swe) SLxox-xoxx identifiera svagheter i skyddsbarriarer for avsiktlig brand i last?

o - Hur ar ansvar och utférandet av atgarder ar fordelat?
+ SLof-0010 Brist i samverkan Safety-

Security. — Skiljer ni pa kanda avsandare och okanda ad-hoc-kunder?

* Se aven topprisk Fire/Smoke/Fumes — Vilka procedurer har ni for kontroll och godk&annnade av lastning av
DG, andring av lastplan, signering av NOTOC?

Information:

— Guidance Material: The Threat of Improvised Incendiary Devices to
Aviation 2.0

-~ EU kommissionen: Hybrid Threats Guidance

—~  EASA: Impact of Security Measures on Safety
TS (CAA)

— Forstéark informationsdelning

— Utbilda inspektdrer och ledning ) N TRANSPORT
.83 A STYRELSEN
— Folja upp i tillsyn



https://www.iata.org/contentassets/538b4a1ea4e74990842cf2a752e1d2aa/iid_guidance.pdf
https://www.iata.org/contentassets/538b4a1ea4e74990842cf2a752e1d2aa/iid_guidance.pdf
https://defence-industry-space.ec.europa.eu/eu-defence-industry/hybrid-threats_en?utm_source=chatgpt.com
file:///C:/Users/stso01/AppData/Local/Temp/MicrosoftEdgeDownloads/13ea9462-677f-4029-8106-b4a04e2877c3/2024.0429.30.impact_of_security_measures_on_safety.task_3_workshop_for_publication_ver20240522.pdf

Hybrid Interruption
Civil Aviation ¢
5.Lossof Com %<

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

S1-2018 Failure air-ground com. services
S1-2027 Inadequate ATCO-Pilot radio com
SI-5508 Non-standard mil activity outside
conflict zones

SI-0009 Ineffective crew resource
management (CRM)

S1-9002 Insufficient consideration of flight crew
human factors in functional hazard
assessments

Tillsyn:
—  Forvantas: Att tillstdndshavare har bedomt Safety Issues relaterat forlorad
radiokontakt och/eller stérning barvag:
Hur har ni implementerat (EU) 2024/404 med SERA.14083

- Har ni procedurer som beskriver tydligt HUR, inte bara ATT, dessa procedurer
ska utforas?

Hur sakerstaller er procedur att radio fq 121.5 6vervakas under hela flygningen?
(Inte bara vid taxi out)

Hur tar er SOP hand om loss of com utan storning?
Hur tar er SOP hand om loss of com med stérning?

- Exempel: lyssning pa 121.5, alternativ fq, rela via andra luftfartyg,
CPDLC/ACARS/SATVOICE.

Hur utbildar ni indikatorer och férmaga att identifiera comloss?
. Information:
- Eurocontrol: Tackling the risks of ComLoss

—  Eurocontrol AGC Birefing: #3 Loss of com, #4 Blocked transmissions

-~ Skybrary: Loss of Communication
EASA SIB 2025-08 Failure of the Digital Radio and Audio Integrated M.System

- TS (CAA)

— Intern samverkan OPS-ANS
—  Utbilda inspektorer, folja upp i tillsyn }‘ TRANSPORT
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https://www.eurocontrol.int/update/tackling-risks-comloss-community-effort?utm_source=chatgpt.com
https://www.eurocontrol.int/sites/default/files/2019-05/agc-action-plan.pdf
https://skybrary.aero/articles/loss-communication
file:///C:/Users/stso01/AppData/Local/Temp/MicrosoftEdgeDownloads/0605277a-3041-466d-99f4-650b1962da5e/EASA_SIB_2025-08_1_utm_source=chatgpt.com.pdf

Hybrid Interruption

Civil Aviation
6. Staff/HF-stress @\\‘

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5018 Shortage of operational and technical
staff

SI-3024 State of well-being and fit for duties
SI-3005 Fatigue and quality sleep
SI-3008 Knowledge development and sharing

SI-3003 Human factors competence for
regulatory staff

SI-5019 Reduced available financial resources

SI-3004 Integration of HF/HP principles into the
organisation’s managementsystem

SI-3009 Degradation of resilient performance
of an organisation

SI-3012 Lack of staff support programmes

SI-5033 Knowledge transfer issues for new
generation aviation personne

Hybridpaverkan mot civil luftfart syftar ofta till att skapa oro, stress och misstro — inte
nodvandigtvis genom fysisk skada, utan genom att paverka manniskor och
organisationer.

Personal kan utsattas for psykisk belastning genom informationspaverkan, storningar,
hotbilder eller operativa incidenter som upplevs som avsiktliga (t.ex. dronarattacker,
radiostorningar, stromavbrott)

. Tillsyn & dialog:
- Forvantas: Att tillstdndshavare har bedomt relaterade Safety Issues
Har ni traning i Threat & Error Management med hybrid-scenarier?

Har ni beredskapsplaner som Sakerstéll rimlig arbetsbelastning och
resurstilldelning?

Hur sékerstéller ni kompetens hos ledning och personal for HF/HP och
psykologisk paverkan?
Ser ni trend i sjukfranvaro och personalomsattning i sakerhetskritiska
funktioner?
. Information:
- MSB: Nya utgangspunkter for totalforsvaret 2025-2030
- ICAO Doc 10151 — Human Performance Manual
. TS (CAA)
— Dialog med tillstdndshavare

- Utbilda inspektorer >1 ;TR%JEEQSJ

-~ Folja upp i tillsyn


https://www.msb.se/siteassets/dokument/om-msb/vart-uppdrag/regeringsuppdrag/besvarade-regeringsuppdrag/2025/utgangspunkter-for-totalforsvaret-2025-2030.pdf
https://www.easa.europa.eu/community/system/files/2021-02/ICAO%20Manual%20on%20Human%20Perf%20for%20Regulators.pdf

. . Kapitel 2 — Planeringsférutsattningar: Hotbild
Hybr_ld_ | nt_erltuptlon “Sverige star infér en bred och komplex hotbild dér olika former av antagonistisk paverkan
C|V|| AVIatlon q kan riktas mot samhallet &ven utan beslut om hojd beredskap.”
6. Staff/HFE-stress 0,\\\ “Sambhallet behdver kunna hantera stérningar, informationspaverkan och pafrestningar som
del i den grazonsproblematik som praglar den moderna hotmiljén.”

. Hybridpaverkan och psykologisk stress ar en del av hotbilden redan i fredstid.

. Understryker behovet av resiliens hos personal och organisationer aven i icke-militara
sektorer som civilt flyg.

. Underbygger att flygbolag och tillsynsmyndighet ska planera for operativ paverkan,
osékerhet och misstro som riskfaktorer

)

UTGANGSPUNKTER FOR

TOTALFORSVARET 2025-2030 _ . iy . . : 2
& Kapitel 4 — Méjliga handelseutvecklingar: Vilseledning och beslutspaverkan

< LTS “Under dimensionerande handelseutveckling férvantas dverraskning, vilseledning och
Q- VAN beslutspaverkande verksamhet spela en central roll.”
B “Paverkan kan rikta sig mot beslutsfattare, operativ personal och allmanheten med syfte att
257 underminera tilliten till samhallsfunktioner.”
|\ ‘ . Reflexiv kontroll och hur en antagonist kan fa civil personal att agera pa ett satt som
17 : ﬂ\\ gynnar angriparen.
o . Belyser behovet av mentala och organisatoriska skyddsbarriarer: utbildning,
a stresstalighet, kommunikationsdisciplin och fértroendeskapande ledarskap.

Underbygger vikten av HF/HP-kompetens inom sakerhetsledning och myndighetstillsyn.
ﬁ FORSVARSMAKTEN ’@ :—;mu:ﬂr':n
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Hybrid Interruption

Civil Aviation Vs,
7. Signal Jam (non GNSS) @&

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
Kommunikation & datalank:
SI-2018 Failure of air-ground com. service

SI-0059 Controller-pilot data link
communication (CPDLC) miscommunication

S1-2015 Safety issues raising from new
technologies and automation

Overvakning & Flygplanets synlighet

SI-2002 — Deconfliction with aircraft operating
with a malfunctioning/non-operative
transponder

SI-2017 - Failure of surveillance service
Navigation (icke-GNSS)

SI-2016 — Failure of navigation service
SI-0035 False or disrupted ILS signal capture
Spektrumstérningar och sensorpaverkan

SI-0053 Congestion/interference of the
electromagnetic spectrum (5G)
SI-2022 - Lack of understanding and
monitoring system performance
interdependencies

7: Data & Signal Jamming (Non GNSS & Voice Radio)

Avser avsiktlig storning, degradering eller manipulation av flygburna signal- och datalankar
som VHF, VDL2, CPDLC, ADS-B Out, Mode S, ACARS och klassiska radionavigations-
hjalpmedel. | en hybridpaverkansmiljo kan en antagonist inte bara blockera signalkedjor, utan
aven fora in falsk eller vilseledande data. Effekten kan bli forlorad lagesbild, felaktiga
pilotbeslut eller underskriden separation. Faran forstarks av att dessa system ofta utgor
parallella barriarer till réstkommunikation, darmed ar de viktiga for saker drift i storda miljoer.
. Tillsyn & dialog:
- Forvantas: Att tillstandshavare har bedomt relaterade Safety Issues
Finns alternativ rost- och datalankstrategi VHF2/3, 121.5, alternativa frekvenser?
Hur beskriver SOP verifiering av digitala meddelanden?
- Cross-check on unexpected data link instructions

— Dubbelverifiering vid avvikande CPDLC-klareringar CAT.OP.MPA.160,
ORO.FC.230 CRM/TEM

Hur beskriver SOP ADS-B/Mode S degradering + fallback-procedurer?

Kan ni urskilja och identifiera signalavbrott/stérningar i intern
sakerhetsrapportering? Hur? (EU) 376/2014 med 2015/1018 A 2.4-2.6

Har ni omhandertagit rekommendationer: EASA SIB 2011-15R3 och 2025-02
. Information:
-  Eurocontrol;: CPDLC — recommended practices

- Flight Safety Foundation: Spoofing and Jamming Aviation Datalink Applications

. q TRANSPORT
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- Dialog med tillstandshavare


https://ad.easa.europa.eu/ad/2011-15R3
https://ad.easa.europa.eu/ad/2025-02
https://www.eurocontrol.int/publication/controller-pilot-datalink-communications-cpdlc-recommended-practices?utm_source=chatgpt.com
https://dl.acm.org/doi/fullHtml/10.1145/3564625.3564651?utm_source=chatgpt.com

Hybrid Interruption

Civil Aviation Y.
8. Airspace infringement / &I\\*
unplanned mil. activity

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5514 — Separation with unidentified aircraft

SI-5508 — Unplanned military activities outside
RCz

SI-5515 — Infringements by mil/RCZ

Kopplad till flera andra topprisker via:

- GNSS-spoofing kan ge lateral drift mot sydost
- PBN-avvikelser i hojdprofil vid spoofad baro-
GPS-berékning

- Risk for interception, tvangslandning eller
diplomatiska incidenter

-Hybridvinsten for antagonisten: bildsatta
Sverige som “provokator”

8: Airspace infringement/unplanned military activity intrusion (Kopplad Airborne Coll.)

Detta riskomrade fangar avsiktliga eller oavsiktliga militar-relaterade stérningar i
luftrummet som paverkar civilflyget, sarskilt i grazonen hybridkrig dar syftet ar att
skapa oséakerhet, incidenter, diplomatiska spanningar eller psykologisk paverkan
Tillsyn & dialog:

- Hur riskhanterar ni okand eller icke-kooperativ militar trafik i svenskt luftrum?

-~ Hur hanterar ni risk att civilt flyg intrader Kaliningrad FIR eller ryskt kontrollerat
luftrum?

—  Hur utbildar ni Interception-communication och visuell signalering?

-~ Har ni utbildning och procedurer for att hantera plétsliga, korta eller vilseledande
militara luftrumsrestriktioner?

— Har ni riskhantering och procedurer for att hantera informationspaverkan mot piloter
och dvrig personal?

Information
- Eurocontrol: European Action Plan for Airspace Infringement Risk v2.0 (Sid 19-)

- CAA UK: Airspace Infringements: Causal Factors 2023
TS (CAA)

- Dialog med tillstandshavare

- Utbilda inspektérer

- Folja upp i tillsyn

}‘ TRANSPORT
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https://www.eurocontrol.int/sites/default/files/2022-03/eurocontrol-airspace-infringement-action-plan-v2-0.pdf?utm_source=chatgpt.com
https://airspacesafety.com/wp-content/uploads/2024/12/CAP3069.pdf

Hybrid Interruption

Civil Aviation Y.
8. Airspace infringement / &I\\*
unplanned mil. activity

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5514 — Separation with unidentified aircraft

SI-5508 — Unplanned military activities outside
RCz

SI-5515 — Infringements by mil/RCZ

Kopplad till flera andra topprisker via:

- GNSS-spoofing kan ge lateral drift mot sydost
- PBN-avvikelser i hojdprofil vid spoofad baro-
GPS-berékning

- Risk for interception, tvangslandning eller
diplomatiska incidenter

-Hybridvinsten for antagonisten: bildsatta
Sverige som “provokator”

8: Airspace infringement/unplanned military activity intrusion (Kopplad Airborne Coll.)

Detta riskomrade fangar avsiktliga eller oavsiktliga militar-relaterade stérningar i
luftrummet som paverkar civilflyget, sarskilt i grazonen hybridkrig dar syftet ar att
skapa oséakerhet, incidenter, diplomatiska spanningar eller psykologisk paverkan

Exempel:

Hur riskhanterar ni okand eller icke-kooperativ militar trafik i svenskt luftrum?

Hur hanterar ni risk att civilt flyg intr&der Kaliningrad FIR eller ryskt kontrollerat
luftrum?

Hur utbildar ni Interception-communication och visuell signalering?

Har ni utbildning och procedurer for att hantera plétsliga, korta eller vilseledande
militara luftrumsrestriktioner?

Har ni riskhantering och procedurer for att hantera informationspaverkan mot piloter
och dvrig personal?

Information

Aviation Week: On the Implications of Spoofing and Jamming Aviation Datalink
Applications

OPS Group: GPS Spoofing: What's Really Happening?TS (CAA)
Dialog med tillstdndshavare

Utbilda inspektdrer

Folja upp i tillsyn

}‘ TRANSPORT
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Hybrid Interruption

Civil Aviation Vs,
9: Critical Infrastructure ¢
Interference

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

SI-5017B — System vulnerabilities
SI-5533 Transition of a civilian airport to
mixed civil-military operations

SI-0011 Fuel contamination and quality

SI-1015 Poor management of
emergency/abnormal operations

Ref:

ORO.GEN.110 — Operator responsibilities
CAT.OP.MPA.110 — Operational control &
flight preparation

EASA SIB 2025-01 Risks Related to Out of
Specification Aviation Turbine Fuels

Definition och fara:

Storningar i samhallskritisk infrastruktur eller logistikfldoden som ett flygbolag ar beroende av
for att bedriva saker och kontinuerlig flygdrift — exempelvis elférsorjning, bransleleveranser,
vatten/mat, marktransporter, reservdelar, IT-drift, markentreprendrer och personalforsorjning.

Tillsyn & dialog:

Forvantas: Att tillstdndshavare har bedomt relaterade Safety Issues
Barriar 1: Kontinuitetsplanering (BCP) for praktiska beroenden
Systemic resilience 3.1 (Vol )Cyber & critical infrastructure dependency (Vol I1)
ORO.GEN.200 — Management system (nodlagesberedskap, riskhantering)
Barriar 2: Leverantdrskontroll och robusta avtal (fuel, handling, catering, logistik)
Avtal ska innehalla skydd, redundans och krishanteringskrav.
Operatdren ska kunna visa hur man hanterar storningar hos kritiska leverantérer.
Ska finnas alternativ eller omdirigeringsprocedurer
EASA SIB 2025-01 Risks Related to Out of Specification Aviation Turbine Fuels
Barriar 4: Logistikberedskap for reservdelar och teknisk support
Finns process for snabb forsorjning av reservdelar vid stérningar?
Alternativa lagerplatser, avtal, cross-support mellan baser.
Redundans i transportkedjor (vag/jarnvag/luft)
Barridar 4: Robust planering for personalférsoérjning (Fligh/ground-crew)
"Vad hander om personal inte tar sig till flygplatsen?”
Planering for transportstorningar, blockader, extremvader, hybridpaverkan
Begransad tillgang till rampservice (t.ex. lagre bemanning eller bortfall)

q TRANSPORT
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https://ad.easa.europa.eu/ad/2025-01

Hybrid Interruption

Civil Aviation (f)

10: Information & disinformation
targeting Civil Aviation

Safety Issues
. (EASA) SI-XXXX [ (Swe) SLXX-XXXX

Brister i lagesbild/information &r centralt i:

SI-8017 Poor pre-flight planning and
preparation

SI-3002 Lack of evaluation of adverse impact
of culture on human performance

SI-3015 Impact of degraded levels of
attention or vigilance on human performance

SI-5514 Separation with unidentified aircraft
SI-5501A GNSS Signal manipulation

SI-0059 Controller-pilot data link
communication (CPDLC) miscommunication

SI-0044 Volume and quality of the
information in NOTAMs

SI-5032 Short time available for training
SI-5033 Knowledge transfer issue for new
generation personnel

SI-5018 Shortage of operational and
technical staff

Definition och sékerhetsrelevans: Avsiktlig spridning av felaktig, vilseledande eller manipulerad
information som ar riktad mot civil luftfart, dess aktorer eller dess passagerare, och som kan paverka
beslut, procedurer eller fortroende sa att sakerhetsmarginalen forsamras.

Tillsyn & dialog:
- Forvantas: Att tillstdndshavare har bedomt relaterade Safety Issues och uppvisar féljande:
- Barriar 1: Integrerat ledningssystem fér informationssakerhet (ISMS i SMS) (EPAS 3.1.1.1)
Riskregister dar cyberhot, informationspaverkan och finns som identifierade faror

Definierad ansvarsfordelning (Security/IT vs Safety/Flight Ops) fér andringar i informationsmiljén
Mekanism for att koppla samman safety/security-rapportering for att undvika “blind spots”

- Barriar 2: Process for inhamtning, verifiering och distribution av sékerhetskritisk operativ
information (ORO.GEN,110, CAT.GEN.MPA.180)

Formaliserat fléde for inhamtning, validering och spridning av information om konfliktzoner, GNSS-
storningar, cyberincidenter, vaderextremer m.m

Tydlig "single source of truth” inom bolaget (t.ex. OCC eller sarskild riskcell) som filtrerar rykten och
desinformation

Rutiner for att hantera felaktig eller vilseledande extern information (t.ex. sociala medier, icke-officiella
kartor/kanaler)

- Barriar 3: Kompetens, uthildning och riktlinjer om informationspaverkan och digitalt
beteende

Systematisk utbildning om informationspaverkan, desinformation och kallkritik for sakerhetskritisk
personal (OCC, piloter, kabin, sakerhetschefer, kommunikatérer) (ORO.GEN.110(c) )

- Barriar 4: Kris- och kommunikationsplanering med fokus péa informationsmiljon
En Emergency Response Plan (ERP) som uttryckligen omfattar informationspaverkan

Information:
- MSB: Kampanjen Tank sakert 2025
- MSB: Webbkursen Skydd mot informationspaverkan
- MSB: Falsk och missvisande information i sociala medier

TS (CAA) ) N TRANSPORT
- Integrera infoemationspaverkan i SPAS och tillsynsprogrammet A STYRELSEN
- MST.0040 — Safety and security reporting coordination mechanism



https://www.msb.se/sv/amnesomraden/informationssakerhet-cybersakerhet-och-sakra-kommunikationer/arbeta-systematiskt-med-informationssakerhet-och-cybersakerhet/informationssakerhetsmanaden/tank-sakert/kampanjen-tank-sakert/
https://www.msb.se/sv/utbildning--ovning/alla-utbildningar/skydd-mot-informationspaverkan-webbkurs/?utm_source=chatgpt.com
https://forskning.msb.se/sok-i-forskningsbanken/2023/sociala-medier-desinformation-och-missinformation---en-samlad-bild-av-forskning-fran-olika-falt/?utm_source=chatgpt.com
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Runway Collision é

Safety Issues
(EASA) SI-XXXX  (Swe) SLXX-XxxX

SI-2007 Landing/take off/crossing runway
without a clearance

S1-0014 Alignment with wrong runway
S1-0028 Excessive speed in manoeuvring area

Tillsyn: Sakerstall skyddsbarriarer & SOP

Har ni inom ramen for Safety Management brutit ner risken och
riskbedomt? Hur?

Ingar Airport marking/signs i er recurrent training/checking?
Kontrollera OM-A kap 8 & 12 samt OM-B kap 2

- AMC1 CAT.GEN.MPA.124 Taxiing of aircraft — Procedures for taxi
Inkluderar arrival briefing taxi out eller TEM tex korsande bana?
Hur fordelar SOP arbetet mellan PF/PM under taxi?

Hur sakerstaller SOP sterile cockpit under taxi?

Omfattar er CRM-utbildning flygfas taxi in/out? Hur?

Information & Best Practice

Ny aug 2024 Global Action Plan Prevention Rwy Incursion GAPPRI
Procedur for dep/arr briefing (Inkl. TEM)

Investigation Check List - Aircraft Operator

Eurocontrol Hindsight 24 Preventing Runway Collision
Aerodrome local Runway Safety Teams (RST)

TS (SE-CAA)

TS uppdatering av tillsyn
Samverkan och informationsutbyte OPS-AGA
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93 A STYRELSEN


https://skybrary.aero/articles/global-action-plan-prevention-runway-incursions-gappri
https://www.skybrary.aero/index.php/Threat_and_Error_Management_(TEM)_in_Flight_Operations
https://skybrary.aero/articles/runway-incursion-investigation-check-list-aircraft-operator
https://www.eurocontrol.int/sites/default/files/publication/files/hindsight-24.pdf
https://www.skybrary.aero/index.php/Local_Runway_Safety_Teams_(LRST)

Runway Collision é

Informerat AOC brev 2024-09-23

Recommendation AOS5: Aircraft operators
and training providers should include realistic,
evidence- and competency-based scenarios
in their training programmes, requiring threat
and error management for runway incursion
prevention and mitigation.

Recommendation AO18: Aircraft operators
should implement policy and procedures
which address and manage the runway
incursion risks of engine-out-taxi (EOT). Policy
should address risks such as “heads-down”
activities, distraction and exposure to surface
movement errors.

Recommendation AO27: Aircraft operators
should implement policy and procedures to
manage the threat of early runway clearances
(take off, line up, cross, land). Policy should
include tools to help flight crew recognition
of the threat, and if there is any uncertainty,
crews shall request confirmation of clearance
before entering the runway.

Recommendation AO8: Aircraft operators
should consider implementing threat and
error management-based briefings which
focus on threats for the taxi phase and runway
incursions.

Recommendation AO21: Aircraft operators
should implement policies for flight crews in
relation to extended time on the active runway
before take-off and the associated runway
incursion risks. The policy should include
guidance on, but not limited to, entering a
runway when not ready for departure, engine
run-ups, departure path assessment and
back-tracks.

Recommendation AO31: Aircraft operators
should implement policy and procedures that
flight crew, as part of the approach briefing,
include planned runway exit and strategies
to mitigate runway incursion threats during
taxi to parking (including runway crossing or
should the planned exit be missed).
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https://www.transportstyrelsen.se/sv/luftfart/flygbolag/Flygoperativt/

Runway Collision é ) X TRANSPORT
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Fokusartikel frdn AOC brev 2023-06-16
Fakta och rad for riskhantering
. Manualer qu::r:z::gt:irion-enékande

. Genom &ren har mycket gjorts fér

P I an erl N g att minska intrang pa rullbanan, de
senaste stdrre forandringarna ar

bland annat inférandet av réda

Sltu atl O n S medvete n h et stopbars, fler flygplan &r utrustade

med RAAS Runway Awareness Advisory System och interaktiva taxikartor.

S krlftl Ig a taXl | nStrU ktl O n er | Sverige har trenden varit stabil under de senaste aren, hiandelser har férekommit framst orsakade

av mindre flygplan. Men om vi tar in omvérldsperspektivet dr trenden negativ. Utéver de klassiska
hindelserna kring intrang pa rullbanan mellan tvé flygplan finns det en tydlig trend med att fler

Kommu nlkatlon markfordon &r inblandade.

. Luftfartssystemet ar mer pressat nu efter Covid19-pandemin och med ett krig i vart naromrade som
TaXI bland annat har minskat EU:s luftrums kapacitet med ca 20 %. Luftfartssystemet visar ocksa tecken
pa att det inte ar lika latt att fa tag i erfaren personal som tidigare. Det hdr kan medféra 6kade risker
och indirekt importerade risker till besattningar framst i cockpit.

y g I den hir artikeln har vi koncentrerat 0ss p4 Intrdng pa Rullbanan - Runway Incursion. Dock ses dven
en uppétgiende trend i antalet markskador p4 flygplan generellt. Troligen kan dven detta hirledas till

samma dvergripande grundorsak med ett mer pressat luftfartssystem.

. s . Den virsta utkomsten av ett oavsiktligt intrdng pé en rullbana &r en kollision mellan tva flygplan
N aSta Steg S kyd dS barrl are r . och/eller ett annat fordon.

| virt kommande SPAS-arbete kommer vi byta namn pd Runway Incursion till Runway Collision

o Har Vi tid for departu re/taxlbrleflng? :aiera;péthttdet j\roegterm sow an::’nds a\lttl,ﬂer frekvent av andra aktérer pd omradet. Mer om
- Pratar vi taxi sterile cockpit/CRM under OPC?

Ref: Fokusartikel Runway Incursion — en 6kande importerad risk

}‘ TRANSPORT
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https://www.transportstyrelsen.se/sv/luftfart/flygbolag/Flygoperativt/
https://www.transportstyrelsen.se/globalassets/global/luftfart/flygoperativt/information-till-branschen/runway-incursion---en-okad-importerad-risk-1.0-final-version.pdf
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Runway Excursion A

Safety Issues

(EASA) SI-XXXX / (Swe) SLXX-XXXX
SI1-0003 Adverse convective weather (turbulence,
hail, lightning, ice)
SI-0015 Entry of aircraft performance data
SI-0001 Icing in flight
S1-0018 Clear air turbulence and mountain waves
SI-0003A Hail
SI-0002 Icing on ground
SI-0010 Inappropriate flight control inputs

SI-0017 Gap between certified take-off
performance and take- off performance achieved
in operations

SI-0019 Handling and execution of go-around
SI-0024 Wind shear

SI-0025 Inadequate Fuel management

SI-0037 Mishandling of non-precision approaches
SI-0012 Wake vortex encounter

Tillsyn, foérvantade sékerstallda skyddsbarriarer & SOP

Hur har ni riskbedémt SI som berdr runway excursion / abnormal
runway contact?

Procedur med individuella berédkningar och cross check av
performance data

Inkludera GAPPRE rekommendationer i SMS, Se sid 16- och 59-
Procedur for approach briefing (Inklusive TEM)

Tydliga, grundligt kommunicerade kriterier for rejected take off
Hur tr&nas och kontrolleras korrekt sidvindsteknik?

Folja upp implementering av Requlation (EU) 2019/1387 (GRF)

Information & Best Practice

Pilot’'s Best Practices for the Prevention of Runway Excursions
EASA SIB 2021-15 (SNOWTAM),

EASA SIB 2021-11 Content of Aeronautical Information Pub:
Assessment and Reporting of Runway Surface Conditions (GRF)

EASA SIB 2018-02 Runway Surface Condition reporting
EASA Review of accident precursors for runway excursions

AAIB Bulletin: 4/2021 med EASA SIB 2014-20 Aeroplane
Operations in Crosswind Conditions
Y TRANSPORT

TS (CAA) >A STYRELSEN

Utbildning inspektorer HF relaterat RE (MST.037)


https://www.eurocontrol.int/publication/global-action-plan-prevention-runway-excursions-gappre
https://www.skybrary.aero/index.php/Threat_and_Error_Management_(TEM)_in_Flight_Operations
https://www.easa.europa.eu/document-library/regulations/commission-implementing-regulation-eu-20191387
https://www.eurocockpit.be/sites/default/files/2022-01/FINAL_Pilot%E2%80%99s%20Best%20Practices%20for%20the%20Prevention%20of%20Runway%20Excursions.pdf
https://ad.easa.europa.eu/ad/2021-15
https://ad.easa.europa.eu/ad/2021-11
https://ad.easa.europa.eu/ad/2018-02
https://www.easa.europa.eu/sites/default/files/dfu/214908_EOFDM_WGA_Runway_Excursions-R1.pdf
https://assets.publishing.service.gov.uk/media/606db2f78fa8f57358f07dad/AAIB_Bulletin_4-2021.pdf
https://ad.easa.europa.eu/ad/2014-20

Runway Excursion A

EASA Conversation Aviation Winter Edition

Safety Issues
. (EASA) SI-XXXX [ (Swe) SLXX-XXXX Snow and Contaminated Runways
SI-0003 Adverse convective weather (turbulence,
hail, lightning, ice) Why braking
SI-0015 Entry of aircraft performance data
SI-0001 Icing in flight
SI-0018 Clear air turbulence and mountain waves
SI-0003A Hail
SI-0002 Icing on ground

SI-0010 Inappropriate flight control inputs
SI-0017 Gap between certified take-off performance Reminder OT Global Reporting
Format: Codes 1-6 :

and take- off performance achieved in operations
SI-0019 Handling and execution of go-around
SI1-0024 Wind shear

SI-0025 Inadequate Fuel management

SI-0037 Mishandling of non-precision approaches
S1-0012 Wake vortex encounter

» | aasmcn }‘ TRANSPORT
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https://www.easa.europa.eu/community/system/files/2025-11/conversation_aviation_2_2025_winter.pdf

Runway Excursion A\

il { \ AIC A s
. SWEDEN woet
LFV, SE-801 79 RKOPI 46 11 18 20 00. Fax +46 1119 25 75, AF KLYAYT

Ref AIP AD 1.2 para 2.

Duri 3/2024 smow, ice and standing water on aerodrome pavements will be
Deﬂedh chrw AM

2 scmr.w will be is: ..em i i th at least runway
) N TRANSPORT B Cewme
A STYRELSEN ledning.
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Information fran sektionen for flygbolag

Malgrupp: AOC ledni g'g' PP, f"‘g mgang och
vidarebefordral m lednings: ytmet

Syfte: Dela flygsiakerhetsinfor regelimplem ing och SPAS.

Fortsatt dialog i samband med de fragor som tas upp har genomférs direkt med er
ordinarie PI (Principal Inspector).
Med vanlig halsning / Staffan Soderberg, Chef Sektionen fér flygbolag

Innehdll
Winter rediness 2
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AOC Infobrev 2023-11-10:

EASA Conversation Aviation — Winter Ready

Sasongsmassig snoplan for vintern 2024/2025

Se aven tidigare AOC Infobrev 2021-11-15:

EASA SIB 2021-11: Content of Aeronautical
Information Publication — Assessment and
Reporting of Runway Surface Conditions

(GRF).

Information runt implementing av GRF (EU)

2019/1387

Format SNOWTAM
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https://www.transportstyrelsen.se/sv/luftfart/Flygbolag/Flygoperativt/
https://www.easa.europa.eu/community/system/files/2023-11/Conversation_Aviation_03_web.pdf
https://aro.lfv.se/Editorial/View/14819/AIC%20A13-2024%20Seasonal%20snowplan
https://www.transportstyrelsen.se/sv/luftfart/Flygbolag/Flygoperativt/

Runway Excursion A\

& mesaslr € 2

Global Action Plan for the
Prevention of Runway Excursions

Part 1 - Recommendations
Part 2 - Guidance and Explanatory Material

OPS6

Aircraft operators should implement policies for flight crews
not to accept ATC procedures and clearances which have the
potential to decrease safety margins to an unacceptable lev-
el for the flight crew thereby increasing the risk of runway
excursions. This includes such procedures and clearances
which increase the likelihood of having an unsafe approach
path management with consequences for safe landing, e.g.
which bear the risk of being unstabilised at the landing gate
or high-energy approaches.

OPS19 | Aircraft operators should publish SOPs and guidance and pro-
vide training highlighting the importance of active monitoring
and effective intervention by the pilot monitoring (PM) during
descent, approach, approach path management and landing.

Actions to be taken by the PM and required reactions by the PF
should be clearly documented in the official publication (e.g.
SOPs or Operations Manual, FCOM, etc). These publications
should include guidance how to achieve effective PM perfor-
mance, independent of rank and experience.

....the highest risk contributors were

take-off roll beginning at an intersection, but
calculations for a full runway length...
Ref: EASA Annual Safety Review 2022 page 49

Jamfor tidigare information om SIB 2016-02R1 Use of
Erroneous Parameters at Take-off

Kombinera med de faror som beror er verksamhet:
— Ledning “buy in” for TEM, se GAPPRE 0OPS8, OPS22

— Psykosocial stress , se GAPPRE OPS 19, se aven
EPAS SI-5006 och 5007.

-~ Complacency “Jag kan detta” leder till att 0kade
riskfaktorer ignoreras, se GAPPRE OPS6 och

Southwest Airlines (SWA) flight 278 Burbank

}‘ TRANSPORT
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https://www.easa.europa.eu/en/downloads/136901/en
https://www.eurocontrol.int/publication/global-action-plan-prevention-runway-excursions-gappre
https://www.easa.europa.eu/domains/safety-management/european-plan-aviation-safety
https://aviation-safety.net/wikibase/219098
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Fire/Smoke/
Fumes

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

S1-0027 Carriage and transport of lithium
batteries

SI-1011 Inadequate handling of dangerous
goods and lithium batteries

SI-8048 On-board carriage of PEDs with
lithium batteries

S1-9012 Oxygen-fed fire in the flight deck
SI-1017 Fuelling operations incorrectly
performed

SI-0052 Safety education of air
passengers

S1-0042 Emergency evacuation

Fire/Smoke/Fumes

An occurrence involving cases of fire, smoke, fumes, or pressurization situations that may
become incompatible with human life. This includes occurrences involving fire, smoke, or
fumes affecting any part of an aircraft, in-flight or on the ground, which is not the result of

impact or

malicious acts.

Forvantas i tillsyn:

Hur har ni tagit hand om rekommendationer i EASA SIB 2025-03 och SIB 2025-04?
Berors ni av EASA AD 2025-0222 Portable Breathing Equipment — Operational Instructions?

Vilka procedurer har markpersonal och kabinpersonal for att hantera handbagage som vid
gate eller boarding tas omhand till lastutrymmet?

Hur har ni riskbedémt och beslutat om laddning med powerbanks ombord?

Har ni riskhantering och procedurer for att hantera informationspéverkan mot piloter och 6vrig
personal?

Hur samdvar ni nédevakuering FP/CC? Vilken utrustning (t.ex PBE) anvands vid utbildning?

Information

TS (CAA)

EASA: SIB 2025-03 Passenger and Crew Awareness on the Risks of Lithium Batteries
EASA: SIB 2025-04 Use of Protective Breathing Equipment

EASA: SIB 2025-06 Potential Risk Management Issue LRD (Leap Engine)

EASA: AD 2025-0222 Portable Breathing Equipment — Operational Instructions

EASA: SIB 2017-16R1

UL Standards & Engagement: Lithium-lon Battery Incidents in Aviation: 2024 Data Review
UL Standards & Engagement: How to Pack and Travel With Lithium-lon Batteries

Dialog med tillstdndshavare

Utbilda inspektdrer }‘ TRANSPORT
Folja upp i tillsi? A STYRELSEN


file:///C:/Users/stso01/AppData/Local/Temp/MicrosoftEdgeDownloads/3c5d9904-26c9-4bd9-bc12-77ab1b2c9b26/EASA_SIB_2025-03_1.pdf
https://ad.easa.europa.eu/ad/2025-04
https://ad.easa.europa.eu/ad/2025-06
https://ad.easa.europa.eu/ad/2025-0222
https://ad.easa.europa.eu/ad/2017-16R1
https://ulse.org/insight/li-ion-incidents-aviation-2024-data-review/
https://ulse.org/insight/ul-standards-engagement-aviation-safety-fly-safe-how-pack-lithium-ion-batteries/

Fire/Smoke/
Fumes

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

S1-0027 Carriage and transport of lithium
batteries

SI-1011 Inadequate handling of dangerous
goods and lithium batteries

SI-8048 On-board carriage of PEDs with
lithium batteries

S1-9012 Oxygen-fed fire in the flight deck
SI-1017 Fuelling operations incorrectly
performed

SI-0052 Safety education of air
passengers

S1-0042 Emergency evacuation

FAA 2023-2024: Cargo-compartment hidden fires

. Flera handelser dar batteripaket brunnit utan att kabinbeséattning fatt varning
innan synlig rok.

. Problem: temperaturdynamik gor att brand detekteras sent — kritik i FAA SAFO

Flight Deck “Fume Events” (EASA ASR 2023-2024)

. Okning av rapporter dar besattningar férst misstolkar lukt som “air freshener”,
“ozone” eller “hydraulvatska”.

. 23% av fallen ledde till diversion eller atervandning.

Evacuation failures in cabin training

. Data fran flera europeiska operatorer visar brister i:
— kommandostruktur
— sprakhantering
— felsortering av roller FP/CC

Information till passagerare:
- Inforresa
-~ Vid check in
- Vid gate
- Paminnelse boarding

- Riktad information till frekventa resenéarer }‘ TRANSPORT
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Fire/Smoke/
Fumes

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX

S1-0027 Carriage and transport of lithium
batteries

SI-1011 Inadequate handling of dangerous
goods and lithium batteries

SI-8048 On-board carriage of PEDs with
lithium batteries

S1-9012 Oxygen-fed fire in the flight deck
SI-1017 Fuelling operations incorrectly
performed

SI-0052 Safety education of air
passengers

S1-0042 Emergency evacuation

Airbus Guide: Lithium Battery Fire in the Cabin or in the Cockpit
. Recall of the Firefighting Roles
. “Lithium Battery Smoke/Fumes/Fire” CCOM Procedure

0 (@) 3 (@
Remove power supply Fight the flames Fight the heat Apply storage
or switch off power if

applicable //_ / ‘ procedure or monitor
& 3 N Storage or
«*L>D & S < W o k

. “Storage Procedure after a Lithium Battery Fire” CCOM Procedure
< . och mycket mera

FAA: Lithium Battery Resources

. flera incidenter dar ett litium-jon-batteri Gverhettades och slappte ifran sig lukt
som inte direkt kunde tolkas ratt (ej alltid synlig rok)

. En lukt kan vara det forsta tecknet pa termisk rusning i litiumbatteri — och det kan
missas eller feltolkas som “elektrisk lukt” eller “overheated device”

. Initiala tecken pa termisk rusning ar ibland lukt av “ozon”, “elektrisk lukt”

}‘ TRANSPORT
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https://safetyfirst.airbus.com/lithium-battery-fire-in-the-cabin-or-in-the-cockpit/?utm_source=chatgpt.com
https://www.faa.gov/hazmat/resources/lithium_batteries?utm_source=chatgpt.com
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CFIT — Terrain Conflict /A&

Safety Issues
(EASA) SI-XXXX [ (Swe) SLXX-XXXX
Fran CAT A — CFIT-portfolien:
SI-2001 Controlled flight into terrain
SI-2115 Flight path management error

SI-2130 Degraded aircraft system
performance / unreliable data

SI-2009 Erroneous aircraft position data

SI-2027 Incorrect settings (QNH, altimeters,

avionics)

SI-2221 Automation mismanagement
SI-2034 Ineffective flight crew monitoring
SI-2101 Non-stabilised approach

Fran Systemic / Conjunctive
séakerhetsomraden:

SI-5501A GNSS interference
(jamming/spoofing)

HF-SI-3011 Training effectiveness &
monitoring skills

S1-5032/5033 Training/time & knowledge
transfer

SI-2104 Flight crew distraction / task
saturation

Tlllsyn Sakerstall skyddsbarriarer & SOP
Metodik och procedur for QNH setting & Crosscheck

- Fran flygplans/avionik-tillverkare, contingency-procedures (QRH) géllande
GNSS jamming och spoofing

— Hur har ni omhandertagit rekommendationer i EASA SIB 2023-03R1

- Simulatorutbildning anpassad for att omhanderta GNSS jamming och
spoofing

— Hur har ni sakerstéllt att er policy och procedur for GPWS uppfyller
uppdaterade ED 2025/001/R? (ORO.MLR.100, CAT.OP.MPA.290)

—  Procedur for uppfoljning av Runway Suitability, SPA. LV0O.110, med fokus pa
AMC1

- Inflygningar som inkluderar bruk av radarhdjdmaétare kontroll av pre-threshold
terrain.

SPA.LV0.110 Suitability of aerodrome,

- Uppdaterade tabeller om failed or downgraded equipment
AMC11 CAT.OP.MPA.110 Aerodrome operating minima
AMC3 SPA.LVO.100(b)

Information & Best Practice

- EASA 2023-03R1 och SIB 2022-02r3

-~ SKYbrary: Controlled Flight Into Terrain (CFIT) Knowledge Base

- Flight Safety Foundation CFIT Education and Training aid

- EASA Artikel: Incorrect Barometric Altimeter Setting

TS (CAA) ) N TRANSPORT
—  MFL 20231 Korrekt hojdmatarinstallning A STYRELSEN

- Transparent tillsynsmodell for CFIT-relevanta barriarer



https://ad.easa.europa.eu/ad/2023-03R1
https://www.easa.europa.eu/en/document-library/agency-decisions/ed-decision-2025001r
https://ad.easa.europa.eu/ad/2023-03R1
https://ad.easa.europa.eu/ad/2022-02R3
https://skybrary.aero/articles/controlled-flight-terrain-cfit
https://www.skybrary.aero/bookshelf/books/2507.pdf
https://www.easa.europa.eu/community/topics/incorrect-barometric-altimeter-setting
https://www.transportstyrelsen.se/globalassets/global/luftfart/mfl/ops-1-2023.pdf

Correct approach path inal Descent Poin

CFIT — Terrain Conflict /& \

-280ft
—— 2 g

Summering fyra handelser —T— At
felaktigt installd QNH

— | samtliga fall flog man en Baro VNAYV, (RNP)
— Glidbanestdd baserat pa flygplanets egna system

— | nagra fall har flygledarnas varningssystem aktiverats men ej
formedlats till piloterna

— Pa vissa flygplatser saknas helt vertikal monitorering fran
flygledare till piloter

- VSD (Boeing) fanns i ett fall — men anvandes inte ) N TRANSPORT
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CFIT — Terrain Conflict /&

Sannolikhet — Konsekvens = Risk

Oftare RNP 2D/3D
Ombordbaserat stod 3D

EGPWS/GPWS funktion i
milj0 med GNSS storningar

}‘ TRANSPORT
A STYRELSEN

109



CFIT — Terrain Conflict /& Skyddsbarriarer

- | en verksamhet beskrevs att man under en av incidenterna hade:

— Stort antal SOP-relaterade skyddsbarriarer

— Fem teknikrelaterade hjalpmedel/skyddsbarriarer

— Kan man fa in fler SOP-relaterade skyddsbarriarer - &r det rimligt, ger det effekt?
- Vilka tekniska barriarer har ni?

— Anvands de?

— Anvands de korrekt?

— Kan vi efterfraga fler skyddsbarriarer fran kringliggande system?

- Hur ar SOP utarbetad for att omhanderta QHN-
problematiken i samband med ombordbaserad glidbana?

° FDM'anaIyS (M ETAR VS QNH) (Exempel: 10Hpa fel, gardagens QNH)
v .. TRANSPORT
- Traning i simulator - hur? 11 ’1 STYRELSEN
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Ground Safety @ &

Safety Issues
. (EASA) SI-XXXX [ (Swe) SLXX-XXXX
SI-1004 Baggage and cargo loading in
passenger aircraft
SI-1022 Errors in load sheets and other
documentation/systems
SI-1017 Fueling operations incorrectly
performed
SI-1018 Ground operations in low-visibility
conditions
SI-1006 Inadequate cargo loading in cargo
aircraft
SI-1010 Poor coordination and control of
turnarounds
SI-1002 Towing operations incorrectly
performed
SLof-0007 Application of operational
procedures during ground
movement/operations
SI-0011 Fuel contamination and quality
SI1-0048 Explosive door openings on parked
aeroplanes
SI-1019 Ground staff movement around
aircraft

Forvantas

Informatio

TS (C/;A)

i tillsyn:

Hur sakerstéller ni tydlig roll/mandat fér NP Ground Operations eller samt inkluderande av GH-fragor
pé agendan i SRB?

Hur sékerstélls omhéndertagande av rapportering av ramp-héndelser?(inkl. sub-contractors) och dess
flode in i SM-processen?

Har ni nagra inkommande rapporter om korrekt stuvning och dokumentation?

Om endast fatal rapporter — Varfor? CAT.OP.MPA.160 Stowage of baggage and cargo CAT.OP.MPA.175
Flight preparation

Hur sakerstaller ni, och féljer upp, utbildning och kompetensbevis for lastare, loadmasters och personal
som genomfor kontroll/release fore flygningen?

Hur har ni omhandertagit EASA SIB 2018-12R1 och CAT.OP.MPA.250?

SAE AS6285,wo ways to conduct the post de-/anti-icing check: “the post De-icing/Antiicing Check [...] may
either be performed as a “separate check” or “incorporated” into the deicing/anti-icing operati

Fyra rekommendationer
AOC Nominated Person OPS-GND samverkan for kontroll av underleverantér marktjanster.

AOC Nominated Person OPS-GND-MG samverkan for kontroll av underleverantér marktjanster
De/Anti-Icing

Hur fungerar er procedurer for refueling/defueling med pax ombord, inkl. kommunikation med cockpit
och kabin, emergency readiness och evakueringsmdjlighet?

Kontrollera procedur for cargo acceptance CAT.GEN.MPA.200(c)

n

Kommande EASA SIB 2025-xx: Potential de-/anti-icing fluids

EASA SIB 2018-12R1, Post de-icing/anti-icing checks

EASA SIB 2022-11 SAE Type I, Il and IV Aircraft Anti-Icing Fluid Application

EASA SIB 2017-11, Global Aircraft De-icing Standards

FAA Hold Over Time Guideline Winter 2025-2026

Global Aircraft De-icing Standards issue 16 (Senaste utgava publicerad maj 2022 av SAE)
Article Aircraft Ground Damage

Stddja implementering av ny reglering GHSP

Folja upp i tillsyn }‘ TRANSPORT
113 A STYRELSEN


https://ad.easa.europa.eu/sib-docs/page-1
https://ad.easa.europa.eu/sib-docs/page-1
https://transportstyrelsen.se/sv/luftfart/Flygbolag/Flygoperativt/easa-sib-2017-11-global-aircraft-de-icing-standards/
https://www.faa.gov/other_visit/aviation_industry/airline_operators/airline_safety/deicing/FAA_2025-26_Holdover_Tables.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiJm9TA8rL7AhXwlosKHYCgC88QFnoECBkQAQ&url=https%3A%2F%2Fwww.sae.org%2Fworks%2FcommitteeResources.do%3FresourceID%3D900393&usg=AOvVaw2F2V9yAlMduPTwBCkm6CQM
https://www.skybrary.aero/index.php/Work_in_progress:Aircraft_Ground_Damage

LOC-I A
Loss of Control 4

Safety Issues

(EASA) SI-XXXX / (Swe) SLXX-XXXX
SI-0003 Adverse convective weather (turbulence,
hail, lightning, ice)
SI-0015 Entry of aircraft performance data
SI-0001 Icing in flight
SI-0018 Clear air turbulence and mountain waves
SI-0003A Hail
SI-0002 Icing on ground
SI-0010 Inappropriate flight control inputs

SI-0017 Gap between certified take-off performance
and take- off performance achieved in operations

SI-0019 Handling and execution of go-around
SI1-0024 Wind shear

SI-0025 Inadequate Fuel management

SI-0037 Mishandling of non-precision approaches
S1-0012 Wake vortex encounter

EASA Conversation Aviation Winter Edition

Safety on the Ramp

2

W peopie p rishs 1o ook out for
o — * Sips, trips, and talls
« Reduced spatial swareness

* Viehicle skids or collisions, bk

safety mangies oadhute. * Fatigue and physical stress,

‘anti A8 matting +-: Randeail zomes o

On the Ramp: Cold, Wet and Working Fast

.25 | 17
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https://www.easa.europa.eu/community/system/files/2025-11/conversation_aviation_2_2025_winter.pdf

Ground Safety A A Ny reglering Ground Handling Service Providers

. Via Opinion 01/2024 Ground handling - Tidslinje revidera samt hanvisning separat presentation

requirements andras: - Deklarationen fér lamnas in till Transportstyrelsen fran och med den 27 mars
(EU) No 965/2012 (Air OPS) 2027.
(EVU) No 139/2014 (ADR) —  EASA har tagit fram en plan for gemensam digital plattform fér samtliga
(EU) 2022/1645 (Part-IS) _ Metod fér implementering
- Ska appliceras hos: - Industrin: Deklaration

Myndighet: Hantera deklaration, planera tillsyn, genomfora tillsyn (inom 48 méan)
Ny avgift infors enligt ny foreskrift om avgifter for Deklarerad verksamhet for marktjanstféretag

GH at annan organisation

GH av flygplatsen

Self-handling EEASA
- Exempel reglerade omraden: - EASAEasy Access Rules GHSP

I . L. GROUND HANDLING
ground support equipment (GSE) - Overblick for AOC

aircraft toilet servicing

potable water servicing

Transportstyrelsen Ledningssystem

aircraft de-icing and anti-icing,
activities upon aircraft arr. and dep, T GHSP

Supervision & 1

aircraft loading and unloading and s { ORO.GEN.20S | VtforandelLeverans

supervision,
I —

aircraft towing and pushback,

cargo and mail handling after
acceptance.
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https://www.easa.europa.eu/en/document-library/opinions/opinion-no-012024
https://www.transportstyrelsen.se/sv/regler/utgangna-remisser/
https://www.easa.europa.eu/en/document-library/easy-access-rules/easy-access-rules-ground-handling-regulations-eu-202523-and?utm_campaign=i-20251105&utm_term=pro&mtm_source=notifications&mtm_medium=email&utm_content=title&mtm_placement=content&mtm_group=easy_access_rules

EPAS och SPAS 2026
Emerging issues
Risk mitigation/control

(1)

e
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Unruly Passengers &

Allvarliga incidenter relaterade till storande och brakiga passagerare har globalt dkat de senaste aren.

Nationell arbetsgrupp skapad fran flygbranschens olika delar for att 6ka samarbetet och komma fram till

gemensamma losningar och atgarder for att minska och hantera incidenter relaterade till unruly
passengers”.

GRUPPENS TRE GRUNDPELARE

@
oa

Ao\
P70

Kommunikation
Utbildning
Samarbete och samordning

L4

avarn W AVIATOR B/RA £ BEEASA S~ Jonar  [WYenzies

IATA

, o ;
norwegian> @ polisen populdir S45 @O®® Mseko piowar

Pilotforenin
Securitas 9

svenska

esonaa Tlygplatser £
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Unruly Passengers &

Safety — Security

Genomfors ”cabin tidy” eller liknande av CC vid turn around?
Vem Overvakar obehoriga personer eller aktiviteter i anslutning till dorr och galley?
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Risk interdependencies

Trend | turbulensrelaterade handelser.

Framst i Nordamerika och i1 Asien, men
aven trend i Europa.

SOP och OM
Forvantad turbulens.

Scenario da tillracklig tid finns for
forvarning om turbulens.

Scenario da turbulens uppstar plétsligt,

ovantat eller ar dverhangande
AOC Informationsbrev 2023-11-21 - Turbulens en 6kande risk
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https://www.transportstyrelsen.se/globalassets/global/luftfart/flygoperativt/information-till-branschen/artiklar-pa-flygoperativa-sidan/artikel-om-turbulens---en-okande-risk.pdf

Aterkoppling tillsyn
Infor SPAS 2026

Brister hos tillstandshavare
SE och EU
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Nationell tillsyn
Aterkoppling fran nationell tillsyn

-

Se separat presentation senare idag
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Information kommande forordningar

S
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Aktuella regeluppdateringar

Airborne Collision &

5 Management &
" Personnel capability

LOC-I A
Loss of Control

Hybrid Interruption
Civil Aviation &

Runway Collision A

Runway Excursion A

Fire/Smoke/
Fumes

CFIT - Terrain Conflict A

Ground Safety &&

(EU) 2024/404, 2025/343, ED 2025/001/R, 2025/014/R

(EU) 2025/24, 2024/2076, ED 2025/002/R, 2025/014/R

(EU) 2024/404 — App 5 Airep, 2024/2076, ED 2024/008/R, 2025/002/R
(EU) 2024/404, 2025/343, 2023/203 med 2025/2293, ED 2025/001/R
(EU) 2024/404, ED 2025/014/R

(EU) 2024/2954, (EU) 2024/404 — App 5 Airep, ED 2024/008/R

(EU) 2024/2954, ED 2024/007/R, 2025/014/R

(EU) 2024/2954, ED Decision 2024/008/R med 2025/001/R,

Kommande, GHSP: (EU) 2025/24
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Aterkoppling fran EASA-standardisering

The OM had not been updated to the latest AMC
amendments (conflict zones, CFIT avoidance
procedures and training, COMAT, minimum
duration of flight crew training activities, etc.)

Operators approved for a basic fuel scheme: in
one case, the OM contained provisions for ERA /
reduced cont. fuel; in another case, the OM
contained provisions with no destination alt.

The operator was not keeping records of delayed
reporting.

The operator’s procedures for test flights after
maintenance work were not reflecting the
requirements of SPO.SPEC.MCF.

3

Regel som avser eller kommentar

Conflict Zone: ED 2025/001/R

CFIT avoidance proc/train: ED 2025/001/R
COMAT: ED 2024/007/R

Min duration FC train.: (EU) 2024/2076

CAT.OP.MPA.180

En operator som ar godkand for Basic Fuel
Scheme enligt AMC1, far inte anvanda AMC2-
eller AMC3-kriterier i sina procedurer

ORO.MLR.115, CS FTL.1.205/ ORO.FTL.205
FDP. ORO.GEN.200(d) och (e) — om crew “no-
show” beror pa otillracklig bemanning eller
kompetensbrist ar det relevant i MS.

Skilj pa Maintenance Check Flight (MCF)
definierad i SPO.SPEC.MCF.100 och Operational
Check Flight (OCF) med luftvardigt flygplan inom
ramen for Part CAT
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