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Article 16

Regulation (EU) 2023/203

This Regulation shall enter into force on the twentieth day following that of its publication in the
Official Journal of the European Union.

It shall apply from 22 February 2026.




Vilka blir berorda?

Article 2 — Scope

approved training organisations (ATOs) subject to Annex VII (Part-ORA) to Regulation (EU)
No 1178/2011(%), except those solely involved in training activities of ELA2 aircraft as
defined in Article 1(2), point (j) of Regulation (EU) No 748/2012, or solely involved in
theoretical training;

(f) flight simulation training device (FSTD) operators subject to Annex VII (Part-ORA) to
Regulation (EU) No 1178/2011, except those solely involved in the operation of FSTDs for
ELA2 aircraft as defined in Article 1(2), point (j) of Regulation (EU) No 748/2012;




ELA-2 luftfartyg

‘ELAZ aircraft’ means the following manned European Light Aircraft:

(a)

an aeroplane with a Maximum Take-off Mass (MTOM) of 2 000 kg or less that is not
classified as complex motor-powered aircraft;

a sailplane or powered sailplane of 2 000 kg MTOM or less;
a balloon;

a Very Light Rotorcraft with a MTOM not exceeding 600 kg which is of a simple design,
designed to carry not more than two occupants, not powered by turbine and/or rocket
engines; restricted to VFR day operations;



Sa for er som ar
paverkade

IS.1.0R.200 Information security management system (ISMS)

Regulation (EU) 2023/203
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Vad innebar det?

ISMS — EASA rekommenderar
en separat manual men vi
accepterar aven integrerade

manualer ’
!

En informationssakerhetspolicy
(valdigt lik er safety policy)

Fundera over vart era storsta
informationssakerhetsrisker
ligger? (IS.I.OR.205)

Hantera de risker ni kommer pa
och satt in barriarer — precis

som ni gor med befintliga risker
| er riskhantering.




Skillnaden mellan Safety och Security

’ Protection layers
Protection layers . Exploited

Vulnerabilities

Threat

NG

actives failures Latent
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8 whe .
— * Vad innebar det?
00 — Ha ett satt att rapportera om

det hander nagot gallande
informationssakerhet

— Bedoma vad som kravs for att l
identifiera en handelse rorande

'A'N informationssakerhet samt om

den handelsen har kunnat haft

en paverkan pa flygsakerheten.

— Agera pa en
informationssakerhetsrisk som !
meddelas av myndigheten

— Hantera avvikelser relaterade
till Part-1S
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Vad innebar det?

Sakerstalla att
underleverantorer ocksa foljer
Part-1S

Personalen ska vara
kompetenta

Spara dokumentation ‘

Sakerstalla att ni foljer Part-IS
regelverket (precis som med
andra applicerbara regelverk)

Hela tiden forsoka bli lite battre




Malet med ett ISMS

— increase the resilience of the entity’s key processes against una uthorised electronic interactions
and maintains the entity’s ability to decide and act;
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Skillnaden mellan ISO 27001 och ISMS

« Det gar att utvidga scopet pa ISO for att inkludera Part-
IS. Endast ISO 27001 omhandertar inte hela Part-IS

| jamforelse med ISO 27001 sa ar Part IS riktat mot
aviation safety risk medan ISO ar riktat mot business
risk.

ither aspe: . :
ollaboration between two disciplines ‘ TRANSPORT
o covorsionbetueen o daclne: - Y P CIVRELSEN

Figure 5: Introduction of aviation safety aspects in the entity’s risk appetite
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SUPPORTED IMPLEMENTATION OF THE ISMS

In the context of Part-IS, all organisations initiate the implementation of an ISMS with determining its
scope, which in turn is based upon at least an assessment of aviation safety impacts for which
information security incidents are a cause or a contributing factor. Organisations, irrespective of their







Define ISMS
scope

Establish
incident
management

Identify and
assess risks

Appoint the
responsible
persons

LT
internal
reporting

Treat risks

Define ISMS Adopt risk
policy management
framework

Establish
external
reporting

Perform
detection
response and
recoverv

Manage contracted information security activities and connected risks

Figure 2: Representation of the Part-IS requirements from an ISMS’s life cycle perspective



Utnyttja ert

befintliga SMS

Anvand befintlig policy och
modifiera

Anvand ert SMS som grund

Anvand befintligt
riskhanteringssystem

Anvand befintligt
rapporteringssystem
Anvand redan |

implementerat sattfor
standig forbattring




Information security
Mitigativebarrier  consequences

P

event 4

Aviation safety
consequences

Mitigative barrier
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ED Decision 2023/009/R
DEROGATION

Organisations should follow the directions provided in AMC1 IS.I.0R.205(a) and AMC1 IS.1.0R.205(b)
to perform a documented information security risk assessment to seek the approval by the competent
authority of a derogation under point IS.1.OR.200(e). In order to justify the grounds for a derogation,
the risk assessment is expected to provide explanations for the exclusion of all elements from the
scope of the ISMS. It is up to the authority to determine whether this assessment is deemed
satisfactory for a derogation to be granted.

Organisations that would like to have the risk assessment performed by a third party should consider
the requirements of 1S.I.OR.235 and the related AMC.




IS.OR.200 (e) — ISMS: An organisation may be excluded if the competent
authority agrees upon demonstration that an organisation does not pose
any information security risks with potential impact on safety

The risk assessment may be carried out either by:

* The organisation
+ A third party

Validity of the derogation will be reviewed whenever changes are
implemented and confirmed during oversight




« FOr att fa behalla detta undantag och slippa
implementera Part-IS sa maste man under audits
visa att det inom ramen for utbildningstillstandet inte
finns nagon informationssakerhetsrisk som kan

paverka flygsakerheten. ) N TRANSPORT
A STYRELSEN
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| Tldsplan for

'7:|mplementer|ng \ :
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Slsta datum nar vi ska ha fatt =
in manualerna for ISMS

Sista datum for ansokan om
undantag 30 oktober 2025




AMC & GM update before Part-IS applicability

- New guidance material has been/is being developed since the
publication of AMC & GM

e Part-IS compliance guideline for ISO/IEC

9 Some exa mples: From the TF 27001 certified organisations
* Assessment of requests for derogation

Erom EASA { . Ad‘ap-tatlon of !ENISA ECSF to Part-IS and the
aviation domain

From Eurocae Ppceel R cle S B
* ED-ISMS (maybe more likely in Q1 2025)

Tentative timeline: Consultation with EASA | AMC/GM final

advisory bodies
(Focused consultation)

AMC/GM drafting Comments Comments .
(new material, corrections) gathering resolution

EEASA U

Jan 2025 April July Dec 2025




European Union Aviation Safety Agency

Announcing

'STAY')
Part-IS Implementation "TUNED ?

Workshop 2025 \

Your safety is our mission.



 Part IS Implementation Workshop 2024 - Day 2

« Cybersecurity | EASA Community (europa.eu) b N TRANSPORT
A STYRELSEN



* Vilken hjalp vill ni ha
vidare av 0SS
angaende Part=1S?




THANK |/

YOU

FOR

YQUR 1

ATTENTION

K




